APPENDIX A

MELTON BOROUGH COUNCIL

POLICY AND GUIDANCE

Melton
Borough
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FOR THE USE OF COVERT SURVEILLANCE, COVERT HUMAN
INTELLIGENCE SOURCES (“CHIS”) and THE ACQUISITION A ND
DISCLOSURE OF COMMUNICATIONS DATA

To comply with the Regulation of Investigatory Powes Act 2000 and the Human Rights
Act 1998 and having regard to the Codes of Practiqeublished by the Secretary of State
under S71 of the Regulation of Investigatory Poweract 2000
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BACKGROUND

The Human Rights Act 1998 (which became effective on the 2nd October 2000) incorporates
into UK law the European Convention on Human Rights, the effect of which is to protect an
individual’s rights from unnecessary interference by the “State”.

The relevant parts of the Regulation of Investigatory Powers Act 2000 (RIPA) are Part Il which
came into force on 25th September 2000 and regulates covert investigations and Part 1
Chapter II, the acquisition and disclosure of communications data which came into force on 5™
January 2004. These provide a framework within which the “State” (the specified public
bodies) can work to ensure that law enforcement and other important functions can effectively
protect society as a whole.

The Public Bodies defined in RIPA include Local Authorities and, therefore, Melton Borough
Council’s activities are subject to the RIPA framework.

The purpose of this guidance is to:

» explain the scope of RIPA and the circumstances where it applies
» provide guidance on the authorisation procedures to be followed.

The Council has had regard to the Codes of Practice produced by the Home Office in
preparing this guidance and these are reproduced at Appendix 3, Appendix 4 and Appendix 5.
They are also available on the RIPA section of the Policies part of the Council’s Intranet. This
can be found by accessing the Melton Borough Council ‘Q’ Drive under 17 Legal
Services\Advice\RIPA\RIPA Training 2010. A guide to completing the RIPA forms for covert
surveillance and CHIS can also be found within the same section.

RIPA - PART Il COVERT SURVEILLANCE
INTRODUCTION

There are a number of investigation activities that are covered by RIPA. These are known as:
Directed Surveillance; Intrusive Surveillance and the use of a Covert Human Intelligence
Source (CHIS). These are explained later in this document and the flowcharts in Appendix 1
provide a straightforward approach to determining whether RIPA applies and, if so, which
provisions apply.

The Chief Executive, Strategic Directors, Head of Communities and Head of Regulatory
Services are responsible for authorising applications for directed surveillance or the use of a
CHIS in respect of the regulatory services for which they are responsible.

RIPA specifies that directed surveillance or the use of a CHIS by District Councils can only be
undertaken for the following reason:

“for the purpose of preventing or detecting crime or of preventing disorder;”

Authorisation under RIPA gives lawful authority to carry out directed surveillance and to use a
CHIS. Before approving applications, the Authorising Officer must have regard to the
necessity and proportionality of the application. Proportionality means that the action taken
must be appropriate, fair and sufficient and that a sledgehammer should not be used to crack
a nut. For example, if the evidence can be gained without surveillance then there should be
no authorisation or, if sufficient evidence can be gained in one surveillance/visit then four must
not be taken. But, once obtained, the authorisation helps to protect the Council and its officers
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from complaints of interference with the rights protected by Article 8 of the European
Convention on Human Rights (the right to private and family life).

It should be noted that the Council does not, under any circumstances, have the power to
undertake what is defined as “Intrusive Surveillance”.

There are Home Office codes of practice that expand on the information in this guide and
copies are available on the Internet and under Policies on the Intranet.

Covert Surveillance:
Click here for the hyper link to the Home Office web site.
http://www.homeoffice.gov.uk

Staff should refer to the Home Office Codes of Cond  uct for supplementary guidance.

The Codes do not have the force of statute, but are admissible in evidence in any criminal and
civil proceedings. As stated in the codes,

“if any provision of the code appears relevant to a question before any Court or tribunal
considering any such proceedings, or to the tribunal established under RIPA, or to one of the
commissioners responsible for overseeing the powers conferred by RIPA, it must be taken into
account”.

Deciding when authorisation is required involves making a judgement. Section 1.3 of this
guidance gives some examples and Section 1.4 explains the authorisation process. If you are
unclear about any aspect of the process, seek the advice of an Authorising Officer. If they are
unable to answer your questions they must seek advice from the Council’s Legal Services
Team.

However, IF YOU ARE IN ANY DOUBT about whether a course of action requires an
authorisation, GET IT AUTHORISED. (If you are unable to secure an authorisation it is likely
that your application does not comply with the law).

Teams of the Council that undertake surveillance that is covered by RIPA may wish to develop
specific guidance on the applicability of RIPA to their particular circumstances. Such an
approach is to be encouraged but the relevant Team Manager must ensure that any “local”
guidance does not conflict with this corporate document.

DEFINITIONS

What is meant by:

RIPA 2000

RIPA 2000 stands for the Regulation of Investigato  ry Powers Act 2000.

Surveillance?

Surveillance includes:

a) monitoring, observing or listening to persons, their movements, their conversations or
their other activities or communication and, for the purposes of RIPA, the term persons
includes “any organisation and any association or combination of persons”, this will
include limited companies, partnerships, co-operatives etc;



b) recording anything monitored, observed or listened to in the course of surveillance;
C) surveillance by or with the assistance of a surveillance device.
Covert Surveillance?

Covert surveillance is that carried out in a manner calculated to ensure that persons subject to
surveillance are unaware it is or may be taking place.

If activities are open and not hidden from the persons subject to surveillance, the RIPA framework
does not apply.

Directed surveillance?

Surveillance is ‘Directed’ for the purposes of RIPA if it is covert, but not intrusive and is undertaken :

a) for the purposes of a specific investigation or a specific operation: and

b) in such a manner as is likely to result in the obtaining of private information about a
person (whether or not one is specifically identified for the purposes of the investigation
or operation); and

C) otherwise than by way of an immediate response to events or circumstances the nature
of which is such that it would not be reasonably practicable for an authorisation to be
sought for the carrying out of the surveillance. This could include the use of an overt
CCTV system for a directed and specific covert purpose.

Intrusive surveillance?

Intrusive Surveillance is available only to the Police or other law enforcement agencies. Intrusive
Survelliance is surveillance undertaken covertly and:

a) is carried out in relation to anything taking place on any “residential premises” or in any
“private vehicle”; and

b) involves the presence of an individual on the premises or in the vehicle or is carried out
by means of a surveillance device; or

C) is carried out by means of a surveillance device in relation to anything taking place on
any residential premises or in any private vehicle but is carried out without that device
being present on the premises or in the vehicle, where the device is such that it
consistently provides information of the same quality and detail as might be expected to
be obtained from a device actually present on the premises or in the vehicle.

Covert Human Intelligence Source (CHIS)?

CHIS is defined as a Covert Human Intelligence Source and procedures for the authorisation
of a CHIS are set our under Section 29 of RIPA 2000. A CHIS is a person who is required to
establish, maintain a personal or other relationship with someone to obtain information in order
to assist an investigation. Other relationships can include professional, business or working
relationships. A CHIS is therefore the person who acts covertly and passes information to the
designated handler.

Authorising Officer?

An AO is and employee of Melton Borough Council who has received adequate training

and has attained a level of competency to be able to provide authorisation. Authorisations
within Melton Borough Council can only be given by the Chief Executive Officer, Strategic
Directors, Head of Communities and Head of Regulatory Services.



Investigation Officer (10)?

An investigation Officer is an officer within the Council who is involved in undertaking specific
investigation or operation.

Designated Handler?

A Designated handler is responsible for directing the day to day activities of the CHIS as well
as the security and welfare of the CHIS.

Private Vehicle?

Private vehicles are subject to RIPA where any vehicle is used primarily for the private
purposes of the person who owns it or for a person who otherwise having right to use it

Necessity?
Necessity requires that the covert surveillance takes place when there are no reasonable and
effective alternative (overt) means of achieving the desired objective. Please see section 1.4
for further details.

Proportionality?
If the activities are necessary then the AO must believe that the activity is proportionate to the
likely outcome. The activity will not be proportionate if it is considered excessive in the
circumstances of the case, or if the information could have reasonably been sought by other
less intrusive means bearing in mind any collateral intrusion caused.

Collateral Intrusion?
Collateral Intrusion is where surveillance indirectly intrudes onto the privacy of individuals who
are not the direct subject of the surveillance i.e. where innocent bystanders are observed in
the course of a surveillance operation. Children are included in this definition.

Residential Premises?
Residential Premises are subject to RIPA where premises are being occupied or used by any
person, however temporarily, for residential purposes or otherwise as living accommodation
(including hotel or prison accommodation that is occupied or used). Residential
accommodation does not include common parts of blocks of flats.

Surveillance Device?
Surveillance device means any apparatus designed or adapted for use in surveillance.

Public Authority?

Public Authority means any public authority within the meaning of Section 6 Human Rights Act
1998 (Acts of Public Authorities) Courts and tribunals are public authorities.

Human Rights Act?

The Human Rights Act 1998 Article 8 provides protection to an individual’s right to privacy.



Covert Purpose?

A purpose is covert, in relation to the establishment or maintenance of a personal or other
relationship, if and only if, the relationship is conducted in a manner that is calculated to
ensure that one of the parties to the relationship is unaware of the purpose behind the
relationship.

Private Information?

Private information is any information relating to a person’s (see the definition in surveillance
part a above) private or family life. This includes the right to establish and develop
relationships with other human beings and activities that are of a business or professional
nature.

For example, if part of an investigation is to observe a member of staff’'s home to determine
their comings and goings then that surveillance would, almost certainly, gather private
information, as would surveillance of an individual selling counterfeit goods as the surveillance
may provide information about the earnings that the person made from the sales.

Senior Responsible Officer?

It is considered good practice for every public authority to appoint a Senior Responsible officer
(SRO). The SRO for Melton Borough Council is The Solicitor to the Council (Verina Wenham).
The SRO is responsible for:

* the integrity of the process in place within the public authority for the management of CHIS and
Directed Surveliiance:

» compliance with Part 2 of the Ac and the Codes:

* engagement with the OSC inspectors when they conduct their inspections where applicable and;;
and

* where necessary, oversight and implementation of post inspection plans approved by the OSC.

Councillors Role?

Councillors now have a formal scrutiny role in relation to RIPA. At least once a year they
should review the use of RIPA and set the general surveillance policy. They should also
consider the internal reports on the use of RIPA on least a quarterly basis to ensure that it is
being used consistently as per the councils policy and that the policy remains fit for purpose. It
is important to note that councillors should not be involved in making decisions on

specific authorisations.

Confidential Material?

a) matters subject to legal privilege;
b) confidential personal information; or
C) confidential journalistic material.

» Matters subject to legal privilege includes both oral and written communications between a
professional legal adviser and his/her client (or any person representing his/her client)
made in connection with the giving of legal advice to the client or in contemplation of legal
proceedings and for the purposes of such proceedings, as well as items enclosed with or
referred to in such communications. Communications and items held with the intention of
furthering a criminal purpose are not matters subject to legal privilege (see NB1 below)

» “Confidential Personal Information” is information held in confidence concerning an
individual (whether living or dead) who can be identified from it, and relating:



a) to his/her physical or mental health; or

b) to spiritual counselling or other assistance given or to be given, and which a person has
acquired or created in the course of any trade, business, profession or other occupation, or
for the purposes of any paid or unpaid office (see NB2 below). It includes both oral and
written information and also communications as a result of which personal information is
acquired or created. Information is held in confidence if:

c) itis held subject to an express or implied undertaking to hold it in confidence; or

d) itis subject to a restriction on disclosure or an obligation of secrecy contained in
existing or future legislation.

» “Confidential Journalistic Material” includes material acquired or created for the purposes of
journalism and held subject to an undertaking to hold it in confidence, as well as
communications resulting in information being acquired for the purposes of journalism and
held subject to such an undertaking.

NB 1. Legally privileged communications will lose their protection if there is evidence, for
example, that the professional legal adviser is intending to hold or use them for a criminal
purpose; privilege is not lost if a professional legal adviser is advising a person who is
suspected of having committed a criminal offence. The concept of legal privilege shall apply to
the provision of professional legal advice by any agency or organisation.

NB 2. Confidential personal information might, for example, include consultations between a
health professional or a professional counsellor and a patient or client, or information from a
patient’'s medical records.

Any authorisation that are subject to legal privilege should always comply with SI 2010 /123 a copy of
which can be found at Appendix 7.

1.3

DOES RIPA PART Il APPLY TO MY SITUATION?
Is it for the purposes of a specific investigation or a specific operation?

The test is if the surveillance is directed at a known individual or group the provisions of RIPA
will cover the investigation. If the identity of the individual(s) is not known then this fact should
be made clear in the application. In respect of other situations, such as CCTV cameras that
are readily visible to anyone walking around the area, their use is not governed by RIPA.
However, if the cameras are used as part of an operation to observe a known individual or
group it is very likely that RIPA will apply and an appropriate authorisation will be required.
The CCTV policy is at Appendix 6. Should an organisation such as the police request direct
surveillance then the police authorise the action. The authorisation is then passed to the
relevant Strategic Director and the Control Centre Manager for checking

Is the surveillance likely to obtain private infor mation about a person?

If it is likely that observations will result in the obtaining of private information about any
person, then RIPA may apply.

If in doubt, it is safer to seek authorisation

Is the Surveillance Intrusive?

Directed surveillance turns into intrusive surveillance if it is carried out involving anything that
occurs on residential premises or any private vehicle and involves the present of someone on
the premises or in the vehicle or is carried out by means of a (high quality) surveillance device.
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14.1

If the device is not on the premises or in the vehicle, it is only intrusive surveillance if it
consistently produces information of the same quality as if it were.

Commercial premises and vehicles are therefore excluded from intrusive surveillance.
The Council is NOT authorised to carry out intrusiv e surveillance.

Is the surveillance an immediate response to event or circumstances where it is not
reasonably practicable to get authorisation?

The Home Office guidance indicates that this is to take account of an immediate response to
something happening during the course of an observer’s work, which is unforeseeable. If this
occurs, the surveillance will not require prior authorisation.

However, if, as a result of an immediate response, a specific investigation subsequently takes
place that investigation will be within the scope of RIPA.

AUTHORISATIONS, RENEWALS AND DURATION UNDER RIP A PART Il
The conditions for authorisation
Directed Surveillance

For directed surveillance no officer shall grant an authorisation for the carrying out of directed
surveillance unless he believes:

a) that an authorisation is necessary that is, it has to be gained to be able to gather the
information needed for the detection or prevention of crime. (Also, see Chapter 2 of
the relevant Codes of Practice at Appendix 3).

b) the authorised surveillance is proportionate to what is sought to be achieved by carrying
it out and that a sledgehammer is not being used to crack a nut. Any surveillance that
is carried out must be at the most appropriate level to achieve the objectives of the
investigation. (Additional guidance is available in Chapter 2 of the relevant Codes of
Practice at Appendix 3). The Code of Practice gives ‘the person granting the
authorisation must believe that that they are proportionate to what is sought to be
achieved by carrying them out. This involves balancing the intrusiveness of the activity
on the target and others who might be affected by it against the need for the activity in
operational terms. The activity will not be proportionate if it is excessive in the
circumstances of the case or if the information which is sought could reasonably be
obtained by other less intrusive means. All such activity should be carefully managed
to meet the objective in question and must not be arbitrary or unfair’

An authorisation under RIPA will only be given if the work is:
“for the purpose of preventing or detecting crime or of preventing disorder;”

The onus is on the people authorising the surveillance activity to satisfy themselves that the
action to be taken is necessary and proportionate.

In order to ensure that authorising officers have sufficient information to make an informed
decision it is important that detailed records are maintained. An application form must be
completed.
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See the flowchart in Appendix 1, page 2.

Use of Covert Human Intelligence Sources

The same principles as Directed Surveillance apply. (see paragraph 1.4.1 above) The
conduct authorised by a CHIS authorisation is any conduct that:

a) is comprised in any such activities involving the use of a covert human intelligence
source, as are specified or described in the authorisation;

b) relates to the person who is specified or described as the person to whose actions as a
covert human intelligence source the authorisation relates; and

C) is carried out for the purposes of, or in connection with, the investigation or operation so
specified or described.

In order to ensure that authorising officers have sufficient information to make an informed
decision it is important that detailed records are maintained. An application form must be
completed.

See the flowchart in Appendix 1, page 3.
Provisions of RIPA PART Il

For urgent grants or renewals, oral authorisations are acceptable, but should be followed up
with a written application as soon as possible thereafter. Urgent grants are those where
authorisation would be needed but the circumstances are such that if a grant was waited for
then the time for the gathering of the information would have passed and the opportunity
missed. See form at Appendix 2. In all other cases, authorisations must be in writing.
Standard forms are available from the RIPA Public site (which can be found by accessing the
Q Drive under 17 Legal Services\Advice\RIPA\RIPA Training 2010) but officers must ensure
that the circumstances of each case are accurately reflected on the application form.

Directed surveillance and the use of a CHIS will be applied for on the relevant forms, even if
they relate to the same surveillance target.

Authorisations must be cancelled as soon as they are no longer required, and, in any event,
on or before the expiry date of the authorisation.

Authorisations only last, if not renewed:
- Any authorisation granted or renewed orally, (or by a person whose authorisation was
confirmed to urgent cases) expire after 72 hours, this period beginning with the time of

the last grant or renewal;

- A written authorisation to use a CHIS expires after 12 months from the date of last
renewal or

- in all other cases (i.e. directed surveillance) 3 months from the date of their grant or
latest renewal.
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Any person entitled to grant a new authorisation, as described above, can renew an existing
authorisation, on the same terms as the original authorisation, at any time before the original
ceases to have effect.

A CHIS application should not be renewed unless a thorough review has been carried out and
the authorising officer has considered the results of the review when deciding whether to
renew or not. A review must cover what use has been made of the source, the tasks given to
them and information obtained.

The benefits of obtaining an authorisation are described in section 3 below.

Factors to Consider

General

Any person giving an authorisation should satisfy themselves, based on the information in the
application and their knowledge of the service that:

- the authorisation is necessary
- the surveillance is proportionate to what it seeks to achieve.

Particular consideration should be given to intrusion on, or interference with, the privacy of
persons other than the subject(s) of the application (known as collateral intrusion ). Such
collateral intrusion or interference would be a matter of greater concern in cases where there
are special sensitivities, for example in cases of premises used by lawyers or for any form of
medical or professional counselling or therapy.

An application for an authorisation must include an assessment of the risk of any

collateral intrusion or interference. The authorising officer will take this into account,
particularly when considering the proportionality of the directed surveillance or the use of a
CHIS.

Those carrying out the covert directed surveillance should inform the Authorising Officer if the
operation/investigation unexpectedly interferes with the privacy of individuals who are not the
original subjects of the investigation or covered by the authorisation in some other way. In
some cases the original authorisation may not be sufficient and consideration should be given
to whether a separate authorisation is required.

Any person giving an authorisation will also need to be aware of particular sensitivities in the
local community where the directed surveillance is taking place or of similar activities being
undertaken by other public authorities that could impact on the deployment of surveillance.

The keeper of the central register will inform the Investigating officers of the review time. The
Authorising Officer is responsible for ensuring tha t approvals, reviews, renewals and
recommendations for cancellation are made and timel y.

Directed surveillance away from the subject’s workp lace or in a public area

The fullest consideration should be given in cases where the subject of the surveillance might
reasonably expect a high degree of privacy, for instance at his/her home, or where there are

special sensitivities. Care must be exercised, particularly in relation to residential premises, to
avoid carrying out any surveillance that may be deemed to fall under the definition of Intrusive
Surveillance (because a local authority is not empowered to undertake intrusive surveillance).

Spiritual Counselling



No operations should be undertaken in circumstances where investigators believe that
surveillance will lead to them intrude on spiritual counselling between a Minister and a member
of his/her faith. In this respect, spiritual counselling is defined as conversations with a Minister
of Religion acting in his/her official capacity where the person being counselled is seeking or
the Minister is imparting forgiveness, or absolution of conscience.

Confidential Material

RIPA does not provide any special protection for confidential material (see the definition in
Appendix 1). Nevertheless, such material is particularly sensitive, and is subject to additional
safeguard under this code. In cases where the likely consequence of the conduct of a source
would be for any person to acquire knowledge of confidential material, the deployment of the
source should be subject to special authorisation by the Chief Executive.

In general, any application for an authorisation that is likely to result in the acquisition of
confidential material should include an assessment of how likely it is that confidential material
will be acquired. Special care should be taken where the target of the investigation is likely to
be involved in handling confidential material. Such applications should only be considered in
exceptional and compelling circumstances with full regard to the proportionality issues this
raises.

The following general principles apply to confidential material acquired under authorisations:

* Those handling material from such operations should be alert to anything that may fall
within the definition of confidential material. Where there is doubt as to whether the
material is confidential, advice should be sought from the Head of Legal Services before
further dissemination takes place;

» Confidential material should be disseminated only where an appropriate officer (having
sought advice from The Solicitor to the Council) is satisfied that it is necessary for a
specific purpose

* The retention or dissemination of such information should be accompanied by a clear
warning of its confidential nature. It should be safeguarded by taking reasonable steps to
ensure that there is no possibility of it becoming available, or its content being known, to
any person whose possession of it might prejudice any criminal or civil proceedings related
to the information. Any material of this nature will be reviewed on a monthly basis by the
Team Manager.

» Confidential material should be destroyed as soon as it is no longer necessary to retain it
for a specified purpose.

Combined authorisations

A single authorisation may combine two or more different authorisations under RIPA (but
cannot include an authorisation for intrusive surveillance activity).

In cases of joint working with other agencies on the same operation, authority for directed
surveillance by a Housing Benefit Investigator working with a Benefits Agency investigator
must be obtained from the Council’s authorising officers. Authority cannot be granted by the
authorising officer of another body for the actions of Council staff and vice versa.

Handling and disclosure of the products of surveill ance



Authorising Officers are reminded of the guidance relating to the retention and destruction of
confidential material as described above.

The Authorising Officer should retain RIPA related documents for a period of 3 years.
However, where it is believed that the records could be relevant to pending or future criminal
proceedings, they should be retained for a suitable further period, commensurate to any
subsequent review.

Authorising officers must ensure compliance with the appropriate data protection requirements
and the relevant codes of practice in the handling and storage of material. Where material
obtained by surveillance is wholly unrelated to a criminal or other investigation, or to any
person who is the subject of the investigation, and there is no reason to believe it will be
relevant to future civil or criminal proceedings, it should be destroyed immediately.
Consideration of whether or not unrelated material should be destroyed is the responsibility of
the Authorising Officer. The Authorising Officer must ensure that the Cancel lation form is
complete in accordance with the relevant codes

Material obtained through the proper use of the RIPA authorisation procedures can be used
for relevant Council purposes. However, the transfer of such information outside the Council,
other than in pursuance of the grounds on which it was obtained, should be authorised only in
the most exceptional circumstances and should always only occur following consideration of
the appropriate Data Protection legislation.

The Use of Covert Human Intelligence Sources (CHIS)

It is not the Council’s normal practice to seek, cultivate or develop a relationship with a
potential external or professional source, although this action is not precluded if it meets the
RIPA conditions. It is possible that a Council employee may be used as a CHIS and nothing in
RIPA prevents material obtained by an employee acting as a CHIS being used as evidence in
Court proceedings.

The Authorising Officer must consider the safety and welfare of an individual acting as a
source, and the foreseeable consequences to others of the tasks they are asked to carry out.
A risk assessment should be carried out before authorisation is given. (see appendix 1 for
risk assessment forms). The safety and welfare of the individual, even after cancellation of the
authorisation, should be considered from the very outset.

Before authorising the use of a CHIS (known as a source), a risk assessment must be carried
out. Attention is drawn to section 4 of the Code of Practice in the use of a CHIS. The
Authority must put in place, before authorisation, a system to manage the source. A person
must be appointed to oversee the use of the source. That person will be called the Controller
of the source. There must also be a person appointed to take responsibility for the day to day
activities of the source, this will include the recording of the information gained. That person
will be called the Handler of the source. (See authorisation flowchart in Appendix 1)

The authorising officer must ensure that, as far as is possible, measures are taken to avoid
unnecessary intrusion into the lives of those not directly connected with the operation.

Particular care should be taken in circumstances where people would expect a high degree of
privacy or where, as a consequence of the authorisation, confidential material is likely to be
obtained.

Confidential material



RIPA does not provide any special protection for confidential material. Nevertheless, such
material is particularly sensitive, and is subject to additional safeguards under the relevant
Home Office Code. In cases where the likely consequence of the conduct of a CHIS or a
directed surveillance operation would be for any person to acquire knowledge of confidential
material, the deployment of the CHIS or the carrying out of the surveillance should be subject
to special authorisation by the Chief Executive.

Any application for an authorisation that is likely to result in the acquisition of confidential
material should include an assessment of how likely it is that confidential material will be
acquired.

Register of Authorisations

The Solicitor to the Council is responsible for maintaining a central register of authorisations.
The Legal Team will maintain the register, which will record the date of the authorisation, the
name of the authorising officer and the location of the file where the authorised application will
be retained. The Officer who has authorised the application must contact the Legal Team to
provide them with the specified information and to obtain a reference number for the
authorisation. This must be done on the day that the application is authorised. The
Authorising Officer must then ensure that the authorised application is filed in the location
notified to the Legal Team. The original will be kept in the Central register. A Director who is
permitted to authorise applications under RIPA will ensure that their Team maintains
appropriate files for all applications, approvals and cancellations. Cancellations must be
attached to the relevant authorised applications.



RIPA PART | CHAPTER Il - THE ACQUISITION
AND DISCLOSURE OF COMMUNICATIONS DATA

2.1 INTRODUCTION

Part | Chapter Il (sections 21 — 25 of RIPA) came into force on 5™ January 2004. It regulates
the acquisition and disclosure of communications data. It provides powers for the Council to
gain communications information when carrying out investigations. It also regulates
information previously gained without regulations, which now has to be authorised.

The process is similar to that of the authorisation of directed surveillance and CHIS, but has
extra provisions and processes.

The purpose of the introduction is the same, that is, to protect people’s human rights. The
effect of not gaining authorisation when needed is the same. The Council leaves itself open to
a challenge under the Human Rights Act 1998 and the evidence gained without authorisation
may not be admissible in court.

RIPA specifies that the only purpose for which the Council can gather communication data is
in the:

‘Prevention and detection of crime or preventing disorder’

There is a draft Code of Practice. It can be found at Appendix 5, on the Q Drive under 17
Legal Services\Advice\RIPA\RIPA Training 2010 and as an Appendix to the Policy and
Guidance on the Intranet.

Staff should refer to the Home Office Codes of Cond  uct for supplementary guidance

The Code does not have the force of Statute but are admissable in evidence in any criminal
and civil proceedings.

2.2 WHAT IS COMMUNICATIONS DATA?

The definition of communications data includes information relating to the use of a
communications service but it does not include the contents of the communication itself. Itis
broadly split into 3 categories:

Traffic data — where a communication was made from, to who and when

Service data — the use made of a service by any person e.g. itemised telephone records
Subscriber data — any other information held or obtained by an operator on a person they
provided a service to.

This Council is restricted to subscriber and service use data and even then only for the
purpose of preventing or detecting crime and disorder. For example a benefit fraud
investigator may be able to get access to an alleged fraudster’'s mobile phone bills.

The word ‘data’ in relation to a postal item means anything written on the outside such as an
address. Officers at the Council have previously been able to apply for the new address of a
person that they were investigating, that is the re direction details. A request form was



completed and the post office supplied the information. This activity is now regulated and
authorisation needs to be gained.

THE CODE DOES NOT COVER THE INTERCEPTION OF
COMMUNICATIONS (IE THE CONTENTS OF ANY
COMMUNICATIONS INCLUDING THE CONTENT OF AN E-MAIL,
OR INTERACTION WITH WEB SITES).

2.3 AUTHORISATIONS, NOTICES, RENEWALS AND DURATION

2.3.1 AUTHORISATIONS AND NOTICES

The Code states that a ‘designated person’, must decide whether authorisation is necessary
and proportionate to the action to be taken. The designated person is in effect the Authorising
Officer. The designated persons at this Council are The Chief Executive Officer, Strategic

Directors, Head of Communities and Head of Regulatory Services.

There are two ways to authorise access to communications data.

(a) Authorisation under 22(3). This allows the authority to collect the data itself. This may be

appropriate where:

The postal or telecommunications operator is not capable of collecting or retrieving the
communications data;

It is believed that the investigation may be prejudiced if the postal or telecommunications
operator is asked to collect the data itself;

There is a prior agreement in place between the relevant public authority and the postal or
telecommunications operator as to the appropriate mechanisms for the disclosure of data.

(b) By a notice under section 22(4). A notice is given to a postal or telecommunications operator

and requires that operator to collect or retrieve the data and provide it to the authority.
The designated person decides whether or not an authorisation should be granted.

The designated person must take account of the following points when deciding whether to
authorise the application or not.

Is the accessing of data for the prevention or detection of crime or disorder?

Why is obtaining the data necessary for that purpose?

Is obtaining access to the data by the conduct authorised proportionate to what is being sort to
be achieved? That is what conduct are you authorising and is it proportionate?

Is the accessing of the data likely to result in collateral intrusion? If so, is the access still
justified?

Is any urgent time scale justified?

The designated person will make a decision whether to grant the authorisation based upon the
application made. The application form is at Appendix 2. The application form should
subsequently record whether or not the application was approved or not, by whom and the
date. A copy of the application must be kept by the officer until it has been inspected by the
Commissioner.

If the application is authorised and the notice needs to be served, then only the notice is
served upon the postal or telecommunications officer.

The application form and the authorisation itself are not served upon the holder of the
communications data. The authorisation and notice are in the standard form and are at
Appendix 2.




The postal or telecommunications service can charge for providing the information.

2.3.2 PROVISIONS OF RIPA
Single Point Of Contact (SPOC)

Notices and authorisations for communications data should be channelled through a SPOC.
The Code states that this is to provide an effective system in that the SPOC will deal with the
postal or telecommunications operator on a regular basis. Jackie McSporran has been
allocated the role of the SPOC. The SPOC will advise the Authorising Officer/designated
person on whether an authorisation and/ or notice is appropriate.

The single point of contact should be in a position to:

* Where appropriate, assess whether access to communications data is reasonably practical
for the postal or telecommunications operator;

» Advise applicants and designated persons on the practicalities of accessing different types
of communications data from different postal or telecommunications operators;

» Advise applicants and designated persons on whether communications data falls under
section 21(4)(a), (b) or (c) of the Act. That is traffic, service or subscriber data;

* Provide safeguards for authentication;

» Assess any cost and resource implications to both the public authority and the
telecommunications operator.

Oral Authority

An oral application and approval can only be made on an urgent basis for the purpose set out in
22(2)(g) of the Act. That is

“for the purpose, in emergency, of preventing death or injury or any damage to a
person’s physical or mental health, or of mitigating any injury or damage to a person’s
physical or mental health”.

That is not a purpose under which the council is able to collect communications data and
therefore oral authorisations are not possible.

Duration
Authorisations and notices will only be valid for one month beginning from when it was
granted. If the information can be collected in a shorter time period then that should be

specified. This would accord with the proportionality element of the decision making.

The postal or telecommunications operator need only comply with the request if it is
reasonably practicable to do so.

Renewal

An authorisation or notice can be renewed at any point during the month that it is valid by
following the same procedure as in obtaining a fresh authorisation.

Cancellations



The duty to cancel falls on the designated person who authorised it. The notice shall be
cancelled as soon as it is no longer necessary or is no longer proportionate to what is being
sort to be achieved.

Authorisations should also be cancelled.

In the case of a section 22(4) notice, the postal or communications operator shall be informed
of the cancellation.

Retention

Applications, authorisations and notices will be retained by the authority until they have been
audited by the Commissioner. The authority should also keep a record of the dates that the
notices and authorisations were started and cancelled. A copy of each form should be kept by
the investigating Team and the originals kept in the Central Register. Is shall be the
responsibility of the designated person to ensure that the records are accurate and kept up to
date.

Combined Authorisations

Applications for communications data may only be made by persons in the same authority as
a designated person. There cannot, therefore, be any combined authorisations.

Errors
Where any errors have occurred in the granting of authorisations or the giving of notices, a

record should be kept and a report and explanation sent to the Commissioner as soon as
practical.

3 BENEFITS OF OBTAINING AUTHORISATIONS UNDER RIPA

Authorisation of surveillance, human intelligence sources and the acquisition and
disclosure of communications data.

RIPA states that:

“if authorisation confers entitlement to engage in a certain conduct and the conduct is in
accordance with the authorisation, then it shall be “lawful for all purposes”.

However, the opposite is not true — i.e. if you do not obtain RIPA authorisation it does not
make any conduct unlawful (e.g. use of intrusive surveillance by local authorities). It just
means you cannot take advantage of any of the special RIPA benefits and you may have to
justify infringing a person’s Human Rights and any evidence you place before the courts may
be subject to challenge in respect of the processes used to obtain the evidence (s78 Police
and Criminal Evidence Act 1984).

RIPA states that a person shall not be subject to any civil liability in relation to any conduct of
his which —

a) is incidental to any conduct that is lawful by virtue of an
authorisation; and
b) is not itself conduct for which an authorisation is capable of being granted under a

relevant enactment and might reasonably be expected to have been sought in the case
in question.



However, IF YOU ARE IN ANY DOUBT about whether a course of action requires an
authorisation, GET IT AUTHORISED. (If you are unable to secure an authorisation it is
likely that your application does not comply with the law).

SCRUTINY AND TRIBUNAL

RIPA set up the Office of the Surveillance Commissioner to regulate the conduct of public
bodies and to monitor their compliance with RIPA. The Chief Surveillance Commissioner will
keep under review, among other things, the exercise and performance of duties, imposed in
RIPA by the persons on whom those duties are conferred or imposed. This includes
authorising directed surveillance and the use of covert human intelligence sources.

A tribunal has been established to consider and determine complaints made under RIPA if it is
the appropriate forum. Persons aggrieved by conduct, e.g. directed surveillance, can make
complaints. The forum hears application on a judicial review basis. Claims should be brought
within one year unless it is just and equitable to extend that period.

The tribunal can order, among other things, the quashing or cancellation of any warrant or
authorisation and can order destruction of any records or information obtained by using a
warrant or authorisation, and records of information held by any public authority in relation to
any person. The Council is, however, under a duty to disclose or provide to the tribunal all
documents they require if:

- A Council officer has granted any authorisation under RIPA.
Council employees have engaged in any conduct as a result of such authorisation.
- A disclosure notice requirement is given



APPENDIX 1 — Process Flowcharts

« Surveillance summary

» Directed surveillance

» Covert human intelligence source
* Authorisation Flowchart

* Risk assessment forms



APPENDIX 1; Page 1

SURVEILLANCE SUMMARY

A

NO

Is an investigative technique such as
surveillance or undercover officer
being considered?

YES

NO

Will the operation be covert?

YES

v

Is the surveillance carried out in relation to anything taking
place on any residential premise or in any private vehicle?

YES

lNO

Will any information obtained be of the same detail as you
would expect from actually being on the premises or in the
vehicle

YES

lNO

Is the operation likely to reveal private information about
any person?

lNO

Will the operation involve someone acting ‘undercover’?

lNO

Action not covered by RIPA
However, have regard to whether there is likely to be:
Q an expectation of privacy, or
O an interference with privacy

YES

YES

Possible
INTRUSIVE surveillance (not
within the Council’'s powers).

Possible
INTRUSIVE surveillance (not
within the Council’s powers

Possible
DIRECTED
surveillance

See flowchart (Page 2)

Possible Covert Human
Intelligence Source (CHIS)
See flowchart (Page 3)




NO

NO

NO

PROCESS FLOWCHARTS

APPENDIX 1: Page 2

DIRECTED SURVEILLANCE

Is the surveillance COVERT?
Is the surveillance carried out in a manner calculated to ensure

that the person(s) subject to the surveillance are unaware that it

l YES

A

Is the surveillance undertaken for the purposes of a specific
investigation or operation?

YES

A

Is the surveillance undertaken in such a manner as is LIKELY to
result in the obtaining of PRIVATE INFORMATION about a person
(whether or not one is specifically identified for the purposes of the

investigation or operation)?

l YES

Is the surveillance undertaken by way of an immediate response
to events, the nature of which is such that it would not be
reasonably practicable to seek a prior authorisation

Action not covered by
RIPA l YES l NO
However, have regard to
whether there is likely to be: SEE SEE
O An expectation of POLICY POLICY
privacy GUIDE GUIDE
Q Aninterference with
privacy

INTERPRETATION

COVERT see section 26(9) RIPA

SURVEILLANCE see Section 48(2) to 48(4) RIPA includes
monitoring, observing or listening to persons, their movements,
their conversations or their activities or communications.

DIRECTED SURVEILLANCE see Section 26(2) RIPA

PERSON see Section 81(1) RIPA. Includes any organisation
and any association or combination of persons

PRIVATE INFORMATION see Section 26(10) RIPA in
relation to a person, includes any information relating to his
private or family life.

‘Private Information’ should be given a wide interpretation and
should not be restricted to what might be considered to be
‘secret’ or ‘personal’ information. Information that is in the
open for all to see (for example: who is visiting a premise) may
be deemed to be private information.

CONFIDENTIAL MATERIAL see paragraph 3 of the
Code of Practice confidential information includes matters
subject to legal privilege, confidential journalistic material and
confidential personal information, for example medical records
or religious material.

For further interpretation see Sections 48 & 81 RIPA, including
Explanatory Notes to RIPA & Codes of Practice on Covert
Surveillance & Use of a CHIS



NO

NO

PROCESS FLOWCHARTS

APPENDIX 1: Page 3

COVERT HUMAN INTELLIGENCE SOURCE

Is the action COVERT?

l YES

A

Does the source establish or maintain a personal or OTHER
RELATIONSHIP with a person?

l YES

Is the relationship for the covert purposes of OBTAINING
INFORMATION, or providing access to any information to
another person?

NO

Is the relationship for tL\e purposes of covertly disclosing

information obtained by the use of such a relationship, or as a
consequence of the existence of such a relationship?

o | | ves

A 4

Action not covered by RIPA
However, have regard to
whether there is likely to be:

SEE
POLICY GUIDE

O An expectation of privacy
Q An interference with privacy

But also see the directed
surveillance flowchart

INTERPRETATION

COVERT see section 26(9) RIPA
COVERT PURPOSES. see Section 26(9)(b)&(c) RIPA

CHIS See Section 26(8) RIPA. The use of a CHIS is NOT
surveillance. (see Section 48(3) RIPA)

PERSONAL OR OTHER RELATIONSHIP This is not

defined, but a wide interpretation should be applied.

INFORMATION This is not defined but section talks about
information in general and is not restricted to private
information as is the case with directed surveillance

CONFIDENTIAL MATERIAL see paragraph 3 of the
Code of Practice confidential information includes matters
subject to legal privilege, confidential journalistic material and
confidential personal information, for example medical records
or religious material.

For further interpretation see Sections 48 & 81 RIPA, including
Explanatory Notes to RIPA & Codes of Practice on Covert
Surveillance & Use of a CHIS.



AUTHORISATION FLOWCHART

WHO CAN PROVIDE
AUTHORISATION
UNDER RIPA

IT IS LIKELY THAT CONFIDENTIAL
INFORMATION WILL BE GAINED OR
THE INVESTIGATION IS NOT UNDER
A REGULATORY FUNCTION EG A
CONTRACTOR, EMPLOYEE OR

A VULNERABLE PERSON IS

TO BE USED AS A SOURCE THEN
ONLY THE CHIEF EXECUTIVE CAN
AUTHORISE

I

OFFICERS
RESPONSIBLE amend names
FOR THE RISK
ASSESSMENT CHIEF EXECUTIVE (LYNN AISBETT), HEAD OF COMMUNITIES IF:
OF A CHIS STRATEGIC DIRECTORS (CHRISTINE & .
MARSHALL, KEITH AUBREY) HEAD OF REGULATORY SERVICES
4— .
RISK
ASSESSOR HEADS OF SERVICE (DIFFERENT FROM AUTHORISING OFFICER)
I I
MANAGER | ANGELA TEBBUTT — HARRINDER RAI — DAWN GARTON — JIM WORLEY — HEAD
OE CHIS HEAD OF HEAD OF HEAD OF CENTRAL OF REGULATORY
COMMUNICATIONS COMMUNITIES SERVICES SERVICES
HANDLER

INVESTIGATING OFFICERS

FOR ALL OTHER
AUTHORISATIONS SEE THE
DIRECTORS



SITE:  |MeltonB.C TASK BEING ASSESSED DATE: 00-00-2003
AREA: Test page Type item to be assessed. RECORD NO:
No: TASK/ACTIVITY NO OF | FREQ. ASSOCIATED EXTSTING CONTROLS RES | ACTIONS TO ELTMINATE/CONTROL | WHO TS RES
PAR | OF EXP. HAZZARDS RISK RESPONSIBLE & | RISK
FACT WHEN FACT
1
2
3
4
5

PAGE 1




GENERAL RISK ASSESSMENT — GUIDANCE NOTES

NUMBER OF PEOPLE AT
RISK

1-2 PEOPLE 1
3-7 PEOPLE 2
8-15 PEOPLE 4
16-50 PEOPLE 8
12-50 PEOPLE 12

FREQUENCY OF EXPOSURE

INFREQUENT
ANNUALLY
MONTHLY
WEEKLY
DAILY
HOURLY
CONSTANTLY

~No o~ WNER

LEGAL STANDARD

COSHH WORK EQUIPMENT
NOISE MANUAL HANDLING
SIGNS ELECTRICITY

FIRE ASBESTOS

LEAD  FIRST AID

PPE DSE

RESIDUAL RISK FACTOR

LIKELIHOOD x SEVERITY
= HIGH, MED OR LOW

HAZARD PROMPT LIST — NON EXHAUSTIVE

Falls from height

Falls of objects from a height
Walking on slippery/uneven
floors

Manual handling

Use of machines

Operation of vehicles

Fire

Mechanical lifting operations
High Noise levels

Biological agents

lonising radiation

Vibration

Use of hand tools

Adverse Weather

Stacking

Moving Machinery/Parts
Behaviour/attitude

Excavation work
Stored energy

Chemicals/dust
Hot/cold surfaces
Lighting

Confined spaces
Housekeeping

Static posture

Maintenance
Electricity
Compressed air
Violence

Stress

Flammable, explosive materials

Repetitive Movement

Cleaning Operations

PAGE 2




CooxT~rmXxX—r

LOW

SEVERITY

1-4 NOACTION

5—-9 ACTION MAY BE REQUIRED

10 -25 ACTION REQUIRED

PAGE 3




APPENDIX 2 — Blank forms

RIPA PART I

» Application for authorisation to carry out directed surveillance

» Application for renewal of authorisation for direct ed surveillance
* Review of directed surveillance authorisation

» Cancellation of directed surveillance authorisation

» Application for authorisation of the use or conduct of a CHIS

» Application for renewal of the use or conduct of a CHIS

* Review of a CHIS authorisation

» Cancellation of the use or conduct of a CHIS

* Record of oral authorisation for directed surveilla nce or use of or
conduct of a CHIS

RIPA PART | CHAPTER I

» Application for authorisation to obtain disclosure of communications
data

» Notice to request disclosure of communication data.

» SPOC officer report

» SPOC officer log sheet



Unique Reference Number

Part II of the Regulation of Investigatory Powers Act 2000

Authorisation Directed Surveillance

Public Authority
(including full address)

Name of Applicant Unit/Branch /Division

Full Address

Contact Details

Investigation/Operation
Name (if applicable)

Investigating Officer (if a person other than the
applicant)

2010-09 DS Application




Unique Reference Number

DETAILS OF APPLICATION

1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers
(Directed Surveillance and Covert Human Intelligence Sources) Order 2010 No. 521.1

2. Describe the purpose of the specific operation or investigation.

3. Describe in detail the surveillance operation to be authorised and expected duration, including any
premises, vehicles or equipment (e.g. camera, binoculars, recorder) that may be used.

4. The identities, where known, of those to be subject of the directed surveillance.

. Name:
 Address:
. DOB:

+  Other information as appropriate:

5. Explain the information that it is desired to obtain as a result of the directed surveillance.

! For local authorities: The exact position of ¢ehorising officer should be given. For examplead of Trading Standards.
2010-09 DS Application




Unique Reference Number

6. Identify on which grounds the directed surveillance is necessary under Section 28(3) of RIPA. Delete
those that are inapplicable. Ensure that you know which of these grounds you are entitled to rely on
(SI 2010 No.521).

« In the interests of national security;

e For the purpose of preventing or detecting crime or of preventing disorder;
* In the interests of the economic well-being of the United Kingdom;

« In the interests of public safety;

« for the purpose of protecting public health;

« for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution or charge payable
to a government department;

7. Explain why this directed surveillance is necessary on the grounds you have identified [Code
paragraph 3.3].

8. Supply details of any potential collateral intrusion and why the intrusion is unavoidable. [Bear in
mind Code paragraphs 3.8 to 3.11.]

Describe precautions you will take to minimise collateral intrusion.

9. Explain why this directed surveillance is proportionate to what it seeks to achieve. How intrusive
might it be on the subject of surveillance or on others? And why is this intrusion outweighed by the
need for surveillance in operational terms or can the evidence be obtained by any other means [Code
paragraphs 3.4 to 3.7]?

10. Confidential information [Code paragraphs 4.1 to 4.31].
INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION:

2010-09 DS Application




Unique Reference Number

11. Applicant’s Details

Name (print) Tel No:
Grade/Rank Date
Signature

12. Authorising Officer's Statement. [Spell out the 5 Ws"” — Who; What; Where; When; Why and HOW- in
this and the following box. ]

I hereby authorise directed surveillance defined as follows: [Why is the surveillance necessary, whom is the
surveillance directed against, Where and When will it take place, What surveillance activity/equipment is sanctioned,
How is it to be achieved?]

2010-09 DS Application



Unique Reference Number

13. Explain why you believe the directed surveillance is necessary [Code paragraph 3.3].

Explain why you believe the directed surveillance to be proportionate to what is sought to be
achieved by carrying it out [Code paragraphs 3.4 to 3.7].

14. (Confidential Information Authorisation.) Supply detail demonstrating compliance with Code
paragraphs 4.1 to 4.31.

Date of first review

Programme for subsequent reviews of this authorisation: [Code paragraph 3.23]. Only complete this box
if review dates after first review are known. If not or inappropriate to set additional review dates then
leave blank.

Name (Print) Grade / Rank

Signature Date and time

Expiry date and time [ e.g.: authorisation granted on 1 April
2005 - expires on 30 June 2005, 23.59 ]

2010-09 DS Application




Unique Reference Number

15. Urgent Authorisation [Code paragraph 5.9]: Authorising officer: explain why you considered the case
so urgent that an oral instead of a written authorisation was given.

16. If you are only entitled to act in urgent cases: explain why it was not reasonably practicable for the
application to be considered by a fully qualified authorising officer.

Name (Print) Grade/
Rank

Signature Date and
Time

Urgent authorisation Expiry time:

Expiry date:

Remember the 72 hour | e.g. authorisation

rule for urgent | granted at 5pm on

authorities — check Code | June 1t expires

of Practice. 4.59pm on 4" June

2010-09 DS Application




Unique Reference Number

Part II of the Regulation of Investigatory Powers Act 2000

Renewal of a Directed Surveillance Authorisation

Public Authority
(including full address)

Name of Applicant Unit/Branch /Division

Full Address

Contact Details

Investigation/Operation
Name (if applicable)

Renewal Number

Details of renewal:

1. Renewal numbers and dates of any previous renewals.

Renewal Number Date

2. Detail any significant changes to the information as listed in the original authorisation as it applies at
the time of the renewal.

2007-01 DS Renewal




Unique Reference Number

3. Detail the reasons why it is necessary to continue with the directed surveillance.

4. Detail why the directed surveillance is still proportionate to what it seeks to achieve.

5. Indicate the content and value to the investigation or operation of the information so far obtained by
the directed surveillance.

6. Give details of the results of the regular reviews of the investigation or operation.

7. Applicant's Details

Name (Print) Tel No
Grade/Rank Date
Signature

2007-01 DS Renewal



Unique Reference Number

8. Authorising Officer's Comments. This box must be completed.

9. Authorising Officer's Statement.

I, [insert name], hereby authorise the renewal of the directed surveillance operation as detailed above. The renewal
of this authorisation will last for 3 months unless renewed in writing.

This authorisation will be reviewed frequently to assess the need for the authorisation to continue.

Name (Print) Grade / Rank  --------mooooo
Signature = —eeeee aeaaae oo Date = 00— e e e e eeeeeoo -
Renewal From: Time: Date:

Date of first review.

Date of subsequent reviews of
this authorisation.

2007-01 DS Renewal




Unique Reference Number

Part II of the Regulation of Investigatory Powers Act 2000

Review of a Directed Surveillance authorisation

Public Authority

(including address)

Applicant Unit/Branch
/Division

Full Address

Contact Details

Operation Name Operation Number*
*Filing Ref
Date of Expiry date of
authorisation or last authorisation or last
renewal renewal
Review Number

Details of review:

1. Review number and dates of any previous reviews.

Review Number Date

2. Summary of the investigation/operation to date, inleiding what private information has been obtained ad the value
of the information so far obtained.

3. Detail the reasons why it is necessary to continue with the directed surveillance.

2007-01 DS Review




Unique Reference Number

4. Explain how the proposed activity is still proportionate to what it seeks to achieve.

5. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral
intrusions occurring.

6. Give details of any confidential information acquired or accessed and the likelihood of acquiring
confidential information.

7. Applicant's Details

Name (Print) Tel No
Grade/Rank Date
Signature

8. Review Officer's Comments, including whether or not the directed surveillance should continue.

9. Authorising Officer's Statement.

I, [insert name], hereby agree that the directed surveillance investigation/operation as detailed above [should/should
not] continue [until its next review/renewal][it should be cancelled immediately].

2007-01 DS Review




Unique Reference Number

Name (Print)

Signature

Grade / Rank

Date

10. Date of next review.

2007-01 DS Review




Unique Reference Number

Part II of the Regulation of Investigatory Powers Act 2000

Cancellation of a Directed Surveillance authorisation

Public Authority
(including full address)

Name of Applicant Unit/Branch /Division

Full Address

Contact Details

Investigation/Operation
Name (if applicable)

Details of cancellation:

1. Explain the reason(s) for the cancellation of the authorisation:

2007-01 DS Cancellation




Unique Reference Number

2. Explain the value of surveillance in the operation:

3. Authorising officer's statement.

I, [insert name], hereby authorise the cancellation of the directed surveillance investigation/operation as detailed
above.

Name (Print) Grade

Signature Date

4. Time and Date of when the authorising officer instructed the surveillance to cease.

Date: Time:

5. Authorisation cancelled. Date: Time:

2007-01 DS Cancellation




CHIS Unique Reference Number (URN) (to be supplied
by the central monitoring officer).

Part II of the Regulation of Investigatory Powers Act
(RIPA) 2000

Application for authorisation of the conduct or use of a Covert
Human Intelligence Source (CHIS)

Public Authority
(including full address)

Name of Applicant Service/Department
/Branch

How will the source be
referred to(i.e. what will
be his/her pseudonym or
reference number)?

What is the name, rank or
position of the person
within the relevant
investigating authority
who will have day to day
responsibility for dealing
with the source, including
the source’s security and
welfare (often referred to
as the Handler)?

What is the name, rank or
position of another person
within the relevant
investigating authority
who will have general
oversight of the use made
of the source (often
referred to as the
Controller)?

Who will be responsible
for retaining (in secure,
strictly controlled
conditions, with need-to-
know access) the source’s
true identity, a record of
the use made of the
source and the particulars
required under RIP
(Source Records)
Regulations 2000 (SI
2000/2725)?

Investigation/Operation
Name (if applicable)

2010-09 CHIS Application



CHIS Unique Reference Number (URN) (to be supplied
by the central monitoring officer).

DETAILS OF APPLICATION

1. Give rank or position of authorising officer in accordance with the Regulation of
Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources)
Order 2010 No. 521. 2 Where appropriate throughout amend references to the Order

relevant to your authority.

2. Describe the purpose of the specific operation or investigation.

3. Describe in detail the purpose for which the source will be tasked or used.

4. Describe in detail the proposed covert conduct of the source or how the source is to be
used.

2 For local authorities: The formal position of tethorising officer should be given. For examplead of Trading Standards.
2010-09 CHIS Application



CHIS Unique Reference Number (URN) (to be supplied
by the central monitoring officer).

5. Identify on which grounds the conduct or the use of the source is necessary under
Section 29(3) of RIPA. Delete those that are inapplicable. Ensure that you know which
of these grounds you are entitled to rely on (eg. SI 2010 No.521).

* In the interests of national security;

* For the purpose of preventing or detecting crime or of preventing disorder;
« In the interests of the economic well-being of the United Kingdom;

» In the interests of public safety;

» for the purpose of protecting public health;

« for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution or
charge payable to a government department.

6. Explain why this conduct or use of the source is necessary on the grounds you have
identified [Code paragraph 3.2].

7. Supply details of any potential collateral intrusion and why the intrusion is
unavoidable. [Bear in mind Code paragraphs 3.8 to 3.11.]

Describe precautions you will take to minimise collateral intrusion and how any will be
managed.

8. Are there any particular sensitivities in the local community where the source is to be
used? Are similar activities being undertaken by other public authorities that could
impact on the deployment of the source (see Code paragraphs 3.17 to 3.18)?

2010-09 CHIS Application



CHIS Unique Reference Number (URN) (to be supplied
by the central monitoring officer).

9. Provide an assessment of the risk to the source in carrying out the proposed conduct
(see Code paragraph 6.14).

10. Explain why this conduct or use of the source is proportionate to what it seeks to achieve.

How intrusive might it be on the subject(s) of surveillance or on others? How is this
intrusion outweighed by the need for a source in operational terms, and could the evidence
be obtained by any other means [Code paragraphs 3.3 to 3.5]?

11. Confidential information [Code paragraphs 4.1 to 4.21]

Indicate the likelihood of acquiring any confidential information.

References for any other linked authorisations:

12. Applicant’s Details.

Name Grade/Rank/Position
(print)

Signature Tel No:

Date

2010-09 CHIS Application



CHIS Unique Reference Number (URN) (to be supplied

by the central monitoring officer).

13. Authorising Officer's Statement. [Spell out the "5 Ws"” - Who; What; Where; When; Why and
HOW - in this and the following box.] THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR

REFERENCE NUMBER OF THE SOURCE, NOT THE TRUE IDENTITY.

14. Explain why you believe the conduct or use of the source is necessary [Code paragraph 3.2]
Explain why you believe the conduct or use of the source to be proportionate to what is
sought to be achieved by their engagement [Code paragraphs 3.3 to 3.5].

15. Confidential Information Authorisation. Supply details demonstrating compliance with Code
paragraphs 4.1 to 4.21

16. Date of first review:

17. Programme for subsequent reviews of this authorisation [Code paragraphs 5.15 and 5.16].
Only complete this box if review dates after first review are known. If not, or inappropriate

to set additional review dates, then leave blank.

2010-09 CHIS Application



CHIS Unique Reference Number (URN) (to be supplied
by the central monitoring officer).

18. Authorising Officer’s Details

Name Grade/Rank/Position
(Print)

Time and date granted*
Signature Time and date
authorisation ends

* Remember, an authorisation must be granted for a 12 month period, i.e. 1700 hrs 4" June 2006 to

2359hrs 3 June 2007

19. Urgent Authorisation [Code paragraphs 5.13 and 5.14]: Authorising Officer: explain why you
considered the case so urgent that an oral instead of a written authorisation was given.

20. If you are entitled to act only in urgent cases: explain why it was not reasonably practicable
for the application to be considered by a fully designated Authorising Officer

21. Authorising Officer of urgent authorisation

Name (Print) Grade/Rank/Position
Signature Date and Time
Urgent Expiry time:
authorisation

expiry date:

Remember the 72 hour rule for urgent authorisations — check Code of Practice [Code Paragraph 5.14].
e.g. authorisation granted at 1700 on 1%t June 2006 expires 1659 on 4" June 2006

2010-09 CHIS Application



Unique Operation Reference Number*
(*Filing Ref)

Part II of the Regulation of Investigatory Powers Act
(RIPA) 2000

Application for renewal of a Covert Human Intelligence Source
(CHIS) Authorisation

(Please attach the original authorisation)

Public Authority
(including full address)

Name of Applicant Unit/Branch

Full Address

Contact Details

Pseudonym or reference
number of source

Investigation/Operation
Name (if applicable)

Renewal Number

Details of renewal:

1. Renewal numbers and dates of any previous renewals.

Renewal Number Date

2007-01 CHIS Renewal




Unique Operation Reference Number*
(*Filing Ref)

2. Detail any significant changes to the information as listed in the original authorisation as it applies
at the time of the renewal.

3. Detail why it is necessary to continue with the authorisation, including details of any tasking given
to the source.

4. Detail why the use or conduct of the source is still proportionate to what it seeks to achieve.

5. Detail the use made of the source in the period since the grant of authorisation or, as the case may
be, latest renewal of the authorisation.

6. List the tasks given to the source during that period and the information obtained from the
conduct or use of the source.

2007-01 CHIS Renewal




Unique Operation Reference Number*
(*Filing Ref)

7. Detail the results of regular reviews of the use of the source.

8. Give details of the review of the risk assessment on the security and welfare of using the source.

9. Applicant's Details

Name (Print) Tel No
Grade/Rank Date
Signature

10.Authorising Officer's Comments. This box must be completed.

11. Authorising Officer's Statement. THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE NUMBER
OF THE SOURCE NOT THE TRUE IDENTITY.

2007-01 CHIS Renewal




Unique Operation Reference Number*

(*Filing Ref)
Name (Print) Grade / Rank
Signature Date
Renewal From: Time: Date:

End date/time
of the
authorisation

NB. Renewal takes effect at the time/date of the original authorisation would have ceased but for the
renewal

Date of first review:

Date of subsequent reviews of
this authorisation:

2007-01 CHIS Renewal




Unique Operation Reference Number*
(*Filing Ref)

Part II of the Regulation of Investigatory Powers Act
(RIPA) 2000

Review of a Covert Human Intelligence Source (CHIS) Authorisation

Public Authority
(including full address)

Applicant Unit/Branch

Full Address

Contact Details

Pseudonym or reference
number of source

Operation Name Operation Number *
*Filing Ref

Date of authorisation or Expiry date of

last renewal authorisation or last
renewal

Review Number

2007-01 CHIS Review




Unique Operation Reference Number*
(*Filing Ref)

Details of review:

1. Review number and dates of any previous reviews.

Review Number Date

2. Summary of the investigation/operation to date, including what information has been obtained
and the value of the information so far obtained.

3. Detail the reasons why it is necessary to continue using a Covert Human Intelligence Source.

4. Explain how the proposed activity is still proportionate to what it seeks to achieve.

5. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral
intrusions occurring.

2007-01 CHIS Review




Unique Operation Reference Number*
(*Filing Ref)

6. Give details of any confidential information acquired or accessed and the likelihood of acquiring
confidential information.

7. Give details of the review of the risk assessment on the security and welfare of using the source.

8. Applicant's Details

Name (Print) Tel No
Grade/Rank Date
Signature

9. Review Officer's Comments, including whether or not the use or conduct of the source
should continue.

10. Authorising Officer's Statement. THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR
REFERENCE NUMBER OF THE SOURCE, NOT THE TRUE IDENTITY.

Name (Print) Grade / Rank

Signature Date

Date of next review:

2007-01 CHIS Review




Unique Operation Reference Number*ing Re?

Part II of the Regulation of Investigatory Powers Act

(RIPA) 2000
Cancellation of an authorisation for the use or conduct of a Covert

Human Intelligence Source

Public Authority
(including full address)

Name of Applicant Unit/Branch

Full Address

Contact Details

Pseudonym or reference
number of source

Investigation/Operation
Name (if applicable)

2007-01 CHIS Cancellation




Unique Operation Reference Number*ing Re?

Details of cancellation:

1. Explain the reason(s) for the cancellation of the authorisation:

2. Explain the value of the source in the operation:

3. Authorising officer's statement. THIS SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE NUMBER OF THE SOURCE NOT
THE TRUE IDENTITY.

Name (Print) Grade

Signature Date

4. Time and Date of when the authorising officer instructed the use of the source to cease.

Date: Time:

2007-01 CHIS Cancellation



10.

11.

MELTON BOROUGH COUNCIL

RECORD OF ORAL AUTHORISATION FOR DIRECTED SURVEILLA NCE OR USE OF COVERT HUMAN

INTELLIGENCE SOURCE
(to be completed by the authorising officer)

Under the Regulation of Investigatory Powers Act 20 00 limited to 72 hours only

NAME OF FILE

APPLICANT OFFICER

LOCATION
SUBJECTS
Name/Description and Address:

OFFENCE OR MATTER UNDER INVESTIGATION

Planning Health and Safety

Licensing Antisocial Behaviour
Housing Benefit

Food Safety

Council Tax Noise Nuisance

IR

Environmental Protection Other Please Specify

UUOUL

DETAILS AND OBJECTIVES OF THE SURVEILLANCE OR CH IS

NECESSITY OF SURVEILLANCE OR CHIS

PROPORTIONALITY OF SURVEILLANCE OR COVERT HUMAN INTELLIGENCE

REASONS FOR URGENCY

DATE AND TIME ORAL AUTHORISATION GIVEN

NAME OF AUTHORISING OFFICER:

Position:

Telephone Number:

SIGNATURE




MELTON BOROUGH COUNCIL

Chapter II of Part I of the Regulation of Investigatory Powers Act 2000
Application for Communications Data

1) Applicant’s Name 4) Unique Reference
Number

2) Office, Rank or 5) Applicant’s

Position Telephone Number.

3) Applicant’s Email 6) Applicant’s Fax

Address Number

7) Operation Name 8) STATUTORY PURPOSE

if licabl
(if applicable) Click here for options:-

9) COMMUNICATIONS DATA

Describe the communications data required, specifying, where relevant, any historic or future date(s)
and, where appropriate, time period(s)

10) NECESSITY
State the nature of the investigation or operation and how it relates to a purpose at question 8

Give a short explanation of the crime (or other purpose), the suspect, victim or witness and the phone or communications address
and how all these three link together.

11) PROPORTIONALITY
State why obtaining the communications data is proportionate to what you are seeking to achieve

Outline what is expected to be achieved from obtaining the data and explain how the level of intrusion is justified when taking into
consideration the benefit the data will give to the investigation. When considering the benefits to the investigation or operation,
can the level of intrusion be justified against the individual’s right to privacy? Explain why you have requested the specific
date/time periods i.e. how these are proportionate.

12) COLLATERAL INTRUSION

Consider and, where appropriate, describe any meaningful collateral intrusion - the extent to which the privacy of any individual
not under investigation may be infringed and why that intrusion is justified in the circumstances

If you have identified any meaningful degree of collateral intrusion, explain what it is.

13) TIMESCALE

Identify and explain the timescale within which the
data is required




14) APPLICANT

I undertake to inform the SPoC of any change in circumstances that no longer justifies the acquisition

of the data

Applicant’s
Signature

Date

15) ASSESSMENT BY ACCREDITED SPoC.

How much will the acquisition of the data cost?

Are there other factors the DP should be aware of?

For example, the requirement:

. is NOT reasonably practical for the CSP to do;

. will cause an adverse cost or resource implication to
either your public authority or the CSP (for instance
does the investigation or operation have the analytical
capacity to undertake analysis of the communications
data once acquired);

«  will produce excess data to that required.

Name of Accredited SPoC

16) AUTHORISATION (Completed by Accredited SPoC when appropriate)

Specify the reason why the collection of communications data by means of an authorisation is appropriate:
] There is an agreement in place between the public authority and the CSP relating to the appropriate

mechanisms for the disclosure of the data ¢

Il The designated person considers there is a requirement to identify to whom a service is provided (for
example subscriber check) but a CSP has yet to be conclusively determined as the holder of the

communications data ¢

] CSP is not capable of obtaining or disclosing the communications data A

Describe the communications data to be acquired
specifying, where relevant, any historic or future
date and/or time periods sought.

Describe the course of conduct required to obtain
the data.

[] ¢Traffic or Service Use data - acquisition by SPoC
directly from CSP

[] ¢ Subscriber Information - acquisition by SPoC or,
where SPoC can not acquire data directly from CSP,
serve assurance of the Authorisation on CSP?

[] AOther conduct - specify

The statutory purpose for which the conduct may be authorised is set out at section 8 of this form.

The office, rank or position of the designated person should be recorded within section 17 of this form together with a record of

the date & time the granting of an authorisation is made.

17. DESIGNATED PERSON

The Designated Person considers the application and if approved records their considerations:
. Why do you believe acquiring the communications data is necessary for one of the purposes within section 22(2) of the

Act;

. Why do you believe the conduct involved in obtaining the data is proportionate to the objective(s)? In making that
judgement you should take in consideration any additional information from the SPoC. If the applicant has identified any
meaningful degree of collateral intrusion, why you believe the request remains justified and proportionate to the

objective(s)?

My considerations in approving / not approving this application are:




[ 1 I authorise the conduct to be undertaken by the SPoC as set out in section 16 of this form.
[ 1 1Igive Notice and require the SPoC to serve it on (insert name of CSP)

unique reference number

. The Notice bears the

Name Office, Rank or
Position
Signature Time and Date

! See paragraph 3.30 of the code




MELTON BOROUGH COUNCIL

NOTICE
Section 22(4) of the Regulation of Investigatory Powers Act 2000

Where it appears to the designated person that a CSP is or may be in possession of, or be capable of obtaining, any
communications data, the designated person may, by notice require the CSP -

(a) if the CSP is not already in possession of the data, to obtain the data; and

(b) in any case, to disclose all of the data in his possession or subsequently obtained by him.
S. 22(6) - It is the duty of the CSP to comply with any notice given to him under subsection (4).

Other SPoC Reference* Unique Reference
Number of Notice
Details of the CSP Name of the CSP

Address of CSP

For attention of

Statutory Purpose Click here for options:-

Designated Person Giving Notice Name of the DP

Office, rank or position
This Notice is valid for one month

when given by the Designated

T Date Notice given and if appropriate the time

Describe the communications data Data applied for
to be acquired specifying, where

relevant, any historic or future date
and/or time periods sought. Time period (if applicable)

URGENT (DCG Grade 1 or 2) may DCG Grading Scheme

only be initiated by SPoC and will - - .
require liaison with CSP staff. Click here for options:

DCG Grade 3 - SPoC may indicate Grade 3: If, and only if there is a specific or critical time issue

any specific or critical time issues state the ‘target date’ for the disclosure of the data
such as bail dates, court dates, i i
persons in police custody, specific Explain the reason for the setting of a target date

line of investigation in serious crime
(S.81(2) RIPA) investigation and the | Comment: Ordinarily all requirements are Grade 3 and will be dealt with in

acquisition of data will directly assist | date order when received by the CSP. DCG has requested the IOCCO
in the prevention or detection of the | Inspectors to make appropriate comment on the use of the grading scheme
crime. during their inspections of law enforcement agencies

Specify the manner in which the

data should be disclosed Click here for options:-

SPoC Office Contact Details and TEL FAX
Address?*

EMAIL POSTAL

If there is a specific or critical time
issue indicated or the matter is DCG

Grade 1 or 2 URGENT then the
Accredited SPoC contact details Mob TEL Reminder: If you have requested a “24/7"

MUST be completed response from the CSP make sure you supply sufficient contact details so
that you and your SPoC colleagues can be easily contacted

Name of Accredited SPoC

Date Notice served and if appropriate the time

4 CSPs must ensure the data is returned to a verified SPoC email or fax number.
For information about how a CSP may verify the identity of a SPoC by use of the SPoC PIN list, contact
commsdata@homeoffice.gsi.gov.uk




MELTON BOROUGH COUNCIL

SPOC OFFICER REPORT

SPOC Ref. No. Application Ref. No.
Estimate of cost to obtain the o 21 (4)0b) |+ 21(4)(c)
data (£)
Adverse Impact on Yes | o No | Details
CsP?
Adverse Impact on Yes |« No | Details
Public Authority?
To be completed by SPOC
URN of Designate Telephone Communica | Notice S22 (4) Authorisation
Notice or Person Number/Other tion Specify the S22 (3)
Authorisatio Requested Service conduct required Specify the
n (Subscriber/Account Provider to retrieve the conduct
details) or Service data required to
Required. Date and 1. Emall retrieve the
Time 2. Fax data
Period From/To 3. Post 1. Via the
4. Personal Automated
Delivery system
5. Already 2. By
verbally members of
approved by the
Designated Designated
Person and persons
Data obtained LEA visiting
from CSP the CSP and
retrieving
the data
themselves
3. Alread
y verbally
approved by
Designated
Person and
Data
obtained
from CSP
1.
2.
3.
4,
5.

Is this application reasonably practicable and feas

ible for the CSP?

. Yes

« No Please provide reason

Will this request produce any excess data, which fa
outside the parameters of the application?

lls Other comments, information for Designated

Person

o No
¢ Yes
details

Please provide

SPOC Officer Name |

[Time and Date




MELTON BOROUGH COUNCIL

SPOC LOG SHEET

TELEPHONE NUMBER/OTHER

SPOC Ref. No. Application Ref. No.

URN of Summary of Enquiry Nam
Notice or Time and Date e of

Authorisation | CSP or other person whom SPOC spoke to SPO
(if Result C

appropriate)

(If appropriate who was the information passed onto and in
what format and at what time and date)
or any other information which may be relevant to this case




APPENDIX 3 — Home Office Code of Practice for the
use of Directed Surveillan ce
Amended to conform with SI 2003 3171



The Codes of practice are reproduced below. Follang each code is a hyper link to the Home Office vibe
site where they can be found along with further Hore Office advice. The Authorisation forms
can be found on this site at ‘What’'s new’. Theseofms have been updated to include the latest

amendments.

[NOTE: MELTON B. C. IS ONLY AUTHORISED FOR THE USE OF DIRECTED SURVEILLANCE OR CONDUCT AND
USE OF A COVERT HUMAN INTELLIGENCE SOURCE. AUTHORISING OFFICERS ARE THE CHIEF OFFICERS]

COVERT SURVEILLANCE
CODE OF PRACTICE
Pursuant to Section 71 of the
Regulation of Investigatory Powers Act 2000
Commencement

This code applies to every authorisation of covegurveillance or of entry on or interference with
property or with wireless telegraphy carried out urder section 5 of the Intelligence Services Act 1994
Part 11l of the Police Act 1997 or Part Il of the Regulation of Investigatory Powers Act 2000 by pubdi
authorities which begins on or after the day on whidh this code comes into effect.

CONTENTS

1 BACKGROUND
1.1 In this code the:

e "1989 Act" means the Security Service Act 1989;

e "1994 Act" means the Intelligence Services Act 1994;

* "1997 Act" means the Police Act 1997,

e "2000 Act" means the Regulation of Investigatory Powers AG020

* "RIP(S)A" means the Regulation of Investigatory Powers (Snd Act 2000.
1.2 This code of practice provides guidance on theofisevert surveillance by public authorities unéaurt I
of the 2000 Act and on entry on, or interferencthwproperty (or with wireless telegraphy) undestem 5 of
the 1994 Act or Part lll of the 1997 Act. This caeplaces the code of practice issued in 1999 pnido
section 101(3) of the 1997 Act.
1.3General observation forms part of the duties ofydaw enforcement officers and other public auttesi
and is not usually regulated by the 2000 Act. F@aneple, police officers will be on patrol to prevamd detect
crime, maintain public safety and prevent disomteirading standards or HM Customs and Excise ef§ic
might covertly observe and then visit a shop as@faheir enforcement function to verify the suppt level
of supply of goods or services that may be liabla testriction or tax. Such observation may ingdte use of
equipment to merely reinforce normal sensory per@gepsuch as binoculars, or the use of camerasreminis
does not involve systematic surveillance of anwiattial.
1.4 Although, the provisions of the 2000 Act or of thizde of practice do not normally cover the useweafrt
CCTV surveillance systems, since members of théigabe aware that such systems are in use, thayebe
occasions when public authorities use covert CCyidfesns for the purposes of a specific investigabion
operation. In such cases, authorisation for inbeusrr directed surveillance may be necessary.
1.5The 2000 Act provides that all codes of practidatieg to the 2000 Act are admissible as evidence i
criminal and civil proceedings. If any provisiontbE code appears relevant to any court or tribcoasidering
any such proceedings, or to the Investigatory Pewebunal established under the 2000 Act, or t® oithe
Commissioners responsible for overseeing the powarterred by the 2000 Act, it must be taken irdocaint.
General extent of powers
1.6 Authorisations under the 2000 Act can be giveior surveillance both inside and outside the United
Kingdom. Authorisations for actions outside the Unied Kingdom can only validate them for the
purposes of proceedings in the United Kingdom. Anwthorisation under Part Il of the 2000 Act does not




take into account the requirements of the country otside the United Kingdom in which the investigatio
or operation is taking place.
1.7 Where the conduct authorised is likely to tak@lace in Scotland, authorisations should be granted
under RIP(S)A, unless the authorisation is being dhined by those public authorities listed in sectio
46(3) of the 2000 Act and the Regulation of Invesgfatory Powers (Authorisations Extending to Scotlanyl
Order 2000; SI No. 2418). Additionally any authorigtion granted or renewed for the purposes of
national security or the economic well-being of th&nited Kingdom must be made under the 2000 Act.
This code of practice is extended to Scotland in laion to authorisations made under Part Il of the2000
Act which apply to Scotland. A separate code of piice applies in relation to authorisations made uder
RIP(S)A.
Use of material in evidence
1.8 Material obtained through covert surveillance nay be used as evidence in criminal proceedings. The
proper authorisation of surveillance should ensurehe admissibility of such evidence under the common
law, section 78 of the Police and Criminal EvidencAct 1984 and the Human Rights Act 1998.
Furthermore, the product of the surveillance desctved in this code is subject to the ordinary rulesdr
retention and disclosure of material under the Crininal Procedure and Investigations Act 1996, where
those rules apply to the law enforcement body in agstion.
Directed surveillance, intrusive surveillance and itry on or interference with property or with wirel ess
telegraphy.
1.9 Directed surveillance is defined in section 2B) of the 2000 Act as surveillance which is covetbut
not intrusive, and undertaken:
a. for the purposes of a specific investigation or spéic operation;
b. in such a manner as is likely to result in the obiaing of private information about a person
(whether or not one specifically identified for thepurposes of the investigation or operation); and
c. otherwise than by way of an immediate response tovents or circumstances the nature of which is
such that it would not be reasonably practicable foan authorisation under Part Il of the 2000
Act to be sought for the carrying out of the survdlance.
1.10 Directed surveillance investigations or operains can only be carried out by those public authaties
who are listed in or added to Part | and Part Il ofschedule 1 of the 2000 Act.
1.11 intrusive surveillance is defined in section6{3) of the 2000 Act as covert surveillance that:
a. is carried out in relation to anything taking placeon any residential premises or in any private
vehicle; and
b. involves the presence of an individual on the prerses or in the vehicle or is carried out by means
of a surveillance device.
1.12 Applications to carry out intrusive surveillarce can only be made by the senior authorising offec of
those public authorities listed in or added to seain 32(6) of the 2000 Act or by a member or officileof
those public authorities listed in or added to sean 41(1).
1.13 Applications to enter on or interfere with prgerty or with wireless telegraphy can only be madey
the authorising officers of those public authorities listed in or added to section 93(5) of the 1997cA
Under section 5 of the 1994 Act only members of thatelligence services are able to make applicatisrto
enter on or interfere with property or with wireless telegraphy.

GENERAL RULES ON AUTHORISATIONS

2.1 An authorisation under Part Il of the 2000 Act vaitbvide lawful authority for a public authority tarry
out surveillance. Responsibility for authorising\aillance investigations or operations will vatgpending
on whether the authorisation is for intrusive sulaece or directed surveillance, and which pullithority is
involved. For the purposes of Chapter 2 and 3isfabde the authorising officer, senior authorisifificer or
the person who makes an application to the Segretaé8tate will be referred to as an ‘authorisirificer’.
2.2Part Il of the 2000 Act does not impose a requirgnoa public authorities to seek or obtain an
authorisation where, under the 2000 Act, one idlave (see section 80 of the 2000 Act). Nevertbelevhere
there is an interference by a public authority vifitt right to respect for private and family lifeaganteed
under Article 8 of the European Convention on HurRaghts, and where there is no other source ofuawf
authority, the consequence of not obtaining anaigation under the 2000 Act may be that the adson
unlawful by virtue of section 6 of the Human Righist 1998.




2.3Public authorities are therefore strongly recomneenid seek an authorisation where the surveillece
likely to interfere with a person’s Article 8 righto privacy by obtaining private information abthat person,
whether or not that person is the subject of thestigation or operation. Obtaining an authorisatall ensure
that the action is carried out in accordance vath &nd subject to stringent safeguards againseabus
Necessity and Proportionality
2.4 Obtaining an authorisation under the 2000 Act, 11887 Act and 1994 Act will only ensure that thexai
justifiable interference with an individual's Atc8 rights if it is necessary and proportionatetf@se
activities to take place. The 2000 Act first regsithat the person granting an authorisation belieat the
authorisation is necessary in the circumstancéiseoparticular case for one or more of the stayugoounds in
section 28(3) of the 2000 Act for directed sunagilte and in section 32(3) of the 2000 Act for isitra
surveillance.
2.5Then, if the activities are necessary, the persanting the authorisation must believe that they ar
proportionate to what is sought to be achieveddsyying them out. This involves balancing the istveness
of the activity on the target and others who mighaffected by it against the need for the activity
operational terms. The activity will not be propomnate if it is excessive in the circumstancesheftase or if
the information which is sought could reasonablybtined by other less intrusive means. All sustividy
should be carefully managed to meet the objectivquiestion and must not be arbitrary or unfair.
Collateral Intrusion
2.6 Before authorising surveillance the authorisingceif should also take into account the risk ofusion
into the privacy of persons other than those wieadinectly the subjects of the investigation orragien
(collateral intrusion). Measures should be takemgn@ver practicable, to avoid or minimise unneagssa
intrusion into the lives of those not directly cected with the investigation or operation.
2.7 An application for an authorisation should inclaeassessment of the risk of any collateral inbrusThe
authorising officer should take this into accowviien considering the proportionality of the sunagite.
2.8 Those carrying out the surveillance should infonm @authorising officer if the investigation or ogion
unexpectedly interferes with the privacy of indivads who are not covered by the authorisation. When
original authorisation may not be sufficient, calesation should be given to whether the authodosateeds to
be amended and reauthorised or a new authorisatrequired.
2.9Any person granting or applying for an authorisaioe warrant will also need to be aware of partcul
sensitivities in the local community where the silfance is taking place and of similar activitlesing
undertaken by other public authorities which caolgact on the deployment of surveillance. In tleigard, it
is recommended that where the authorising offioetee National Criminal Intelligence Service (NGI8e
National Crime Squad (NCS) and HM Customs and Ex@iBvICE) consider that conflicts might arise they
should consult a senior officer within the polioede area in which the investigation or operataies place.
2.10The matters in paragraphs 2.1 — 2.9 above musbalsaken into account when applying for
authorisations or warrants for entry on or intexfere with property or with wireless telegraphypénrticular
they must be necessary in the circumstances gdatieular case for one of the statutory grounidisn
section 93(2)(a) of the 1997 Act and section 5(2){d¢he 1994 Act, proportionate and when exercstegs
should be taken to minimise collateral intrusion.
Combined authorisations
2.11A single authorisation may combine:

* two or more different authorisations under Padfithe 2000 Act;

» an authorisation under Part Il of the 2000 Act andauthorisation under Part Il of the 1997 Act;

» awarrant for intrusive surveillance under Padflthe 2000 Act and a warrant under section 5 ef th

1994 Act.

2.12For example, a single authorisation may combirieaisations for directed and intrusive surveillanc
The provisions applicable in the case of each efilthorisations must be considered separatelys, Bhpolice
superintendent can authorise the directed surmegidout the intrusive surveillance needs the sépara
authorisation of a chief constable, and in certaises the approval of a Surveillance Commissiotiealso be
necessary. Where an authorisation for directededilamce or the use or conduct of a covert huméailigence
source is combined with a Secretary of State aisidwbon for intrusive surveillance, the combined
authorisation must be issued by the SecretaryaieSHowever, this does not preclude public autiegrirom
obtaining separate authorisations.




2.13In cases where one agency is acting on behalfathan it is usually for the tasking agency to abta
provide the authorisation. For example, where slianee is carried out by the Armed Forces on biebiaihe
police, authorisations would be sought by the goéind granted by the appropriate authorising afficecases
where the Security Service is acting in suppothefpolice or other law enforcement agencies irfidié of
serious crime, the Security Service would norms#igk authorisations.
Central Record of all authorisations
2.14A centrally retrievable record of all authorisasoshould be held by each public authority and eatyl
updated whenever an authorisation is granted, reti@wvcancelled. The record should be made avaitalthe
relevant Commissioner or an Inspector from thed@ftf Surveillance Commissioners, upon requestsd he
records should be retained for a period of at lgmast years from the ending of the authorisatimwh should
contain the following information:
» the type of authorisation;
» the date the authorisation was given;
* name and rank/grade of the authorising officer;
» the unique reference number (URN) of the investigabr operation;
» the title of the investigation or operation, indlugla brief description and names of subjectsndwn;
» whether the urgency provisions were used, and \iisn
« if the authorisation is renewed, when it was rerceared who authorised the renewal, including the
name and rank/grade of the authorising officer;
» whether the investigation or operation is likelyrésult in obtaining confidential information adided
in this code of practice;
* the date the authorisation was cancelled.
2.15In all cases, the relevant authority should mamtae following documentation which need not forantp
of the centrally retrievable record:
» acopy of the application and a copy of the auttaion together with any supplementary
documentation and notification of the approval gibg the authorising officer;
» arecord of the period over which the surveillahas taken place;
» the frequency of reviews prescribed by the autirggisfficer;
» arecord of the result of each review of the ausiadion;
* acopy of any renewal of an authorisation, togetitr the supporting documentation submitted when
the renewal was requested;
» the date and time when any instruction was givethbyauthorising officer.
Retention and destruction of the product
2.16Where the product of surveillance could be relevamending or future criminal or civil proceedings
should be retained in accordance with establisimdogure requirements for a suitable further erio
commensurate to any subsequent review.
2.17In the cases of the law enforcement agencies (iehiding the Royal Navy Regulating Branch, the Roya
Military Police and the Royal Air Force Police) rppeular attention is drawn to the requirementshef code of
practice issued under the Criminal Procedure améshigations Act 1996. This requires that matextaich is
obtained in the course of a criminal investiga@on which may be relevant to the investigation nbest
recorded and retained.
2.18There is nothing in the 2000 Act which preventsenat obtained from properly authorised surveillanc
from being used in other investigations. Each mudlithority must ensure that arrangements arearedbr
the handling, storage and destruction of mateb&iaoed through the use of covert surveillance hatising
officers must ensure compliance with the approeritta protection requirements and any relevargscoti
practice produced by individual authorities relgtio the handling and storage of material.
The Intelligence Services, MOD and HM Forces
2.19The heads of these agencies are responsible foriegshat arrangements exist for securing that no
information is stored by the authorities, excephesessary for the proper discharge of their fonsti They are
also responsible for arrangements to control onwlaclosure. For the intelligence services, thig ssatutory
duty under the 1989 Act and the 1994 Act.

3 SPECIAL RULES ON AUTHORISATIONS




3.1The 2000 Act does not provide any special protadioo ‘confidential information’. Nevertheless,
particular care should be taken in cases whersubgct of the investigation or operation mightsaaably
expect a high degree of privacy, or where confidéntformation is involved. Confidential informat
consists of matters subject to legal privilege ficamtial personal information or confidential joatistic
material. So, for example, extra care should bergivhere, through the use of surveillance, it wdngdd
possible to acquire knowledge of discussions batveeminister of religion and an individual relatitogthe
latter’s spiritual welfare, or where matters of noatlor journalistic confidentiality or legal prieige may be
involved.

3.21In cases where through the use of surveillancelikely that knowledge of confidential informatienll be
acquired, the use of surveillance is subject tahdr level of authorisation. Annex A lists thelawising
officer for each public authority permitted to aottise such surveillance.

Communications Subject to Legal Privilege

3.3 Section 98 of the 1997 Act describes those maiita@tsare subject to legal privilege in England uvales.
In Scotland, the relevant description is contaimeskction 33 of the Criminal Law (Consolidatio®cbtland)
Act 1995. With regard to Northern Ireland, Artid2 of the Police and Criminal Evidence (Northegldnd)
Order 1989 should be referred to.

3.4 Legal privilege does not apply to communicationslenaith the intention of furthering a criminal poge
(whether the lawyer is acting unwittingly or culpgbLegally privileged communications will losestin
protection if there are grounds to believe, forregke, that the professional legal adviser is integdo hold or
use them for a criminal purpose. But privilegeas lost if a professional legal adviser is propetivising a
person who is suspected of having committed a nahoffence. The concept of legal privilege apptethe
provision of professional legal advice by any indial, agency or organisation qualified to do so.

3.5The 2000 Act does not provide any special protadoo legally privileged information. Neverthelessich
information is particularly sensitive and surveit& which acquires such material may engage Adidéthe
ECHR (right to a fair trial) as well as Article Begally privileged information obtained by survaiikce is
extremely unlikely ever to be admissible as eviégenacriminal proceedings. Moreover, the mere that such
surveillance has taken place may lead to any klaieninal proceedings being stayed as an abupeoogss.
Accordingly, action which may lead to such inforroatbeing acquired is subject to additional safedsia
under this code.

3.6In general, an application for surveillance whiglikely to result in the acquisition of legallyiyileged
information should only be made in exceptional aachpelling circumstances. Full regard should betbate
particular proportionality issues such surveillarmises. The application should include, in addito the
reasons why it is considered necessary for theeglance to take place, an assessment of how likédythat
information subject to legal privilege will be adad. In addition, the application should clearigte whether
the purpose (or one of the purposes) of the slawvei is to obtain legally privileged information.

3.7This assessment will be taken into account by titkeagising officer in deciding whether the proposed
surveillance is necessary and proportionate uretgion 28 of the 2000 Act for directed surveillamacel under
section 32 for intrusive surveillance. The authagsofficer may require regular reporting so abécable to
decide whether the authorisation should continu¢hdse cases where legally privileged informatiaa been
acquired and retained, the matter should be reptotéhe relevant Commissioner or Inspector duhiisghext
inspection and the material be made availablertoihrequested.

3.8 A substantial proportion of the communications kedwa lawyer and his client(s) may be subjectdalle
privilege. Therefore, any case where a lawyeresstiibject of an investigation or operation shoaahobtified
to the relevant Commissioner during his next inspacand any material which has been retained shiogl
made available to him if requested.

3.9Where there is any doubt as to the handling arsedigation of information which may be subjectegdl
privilege, advice should be sought from a legalisehwithin the relevant public authority beforeydarther
dissemination of the material takes place. Sinathrice should also be sought where there is dowdt o
whether information is not subject to legal priggedue to the "in furtherance of a criminal purfgaseeption.
The retention of legally privileged information, its dissemination to an outside body, should lm®@panied
by a clear warning that it is subject to legal peige. It should be safeguarded by taking reasenstielps to
ensure there is no possibility of it becoming aaalé, or its contents becoming known, to any pergloose
possession of it might prejudice any criminal svilgdroceedings related to the information. Anysgisiination




of legally privileged material to an outside bodipsld be notified to the relevant Commissionemspector
during his next inspection.

Communications involving Confidential Personal Infamation and Confidential Journalistic Material
3.10Similar consideration must also be given to autaions that involve confidential personal inforioat
and confidential journalistic material. In thosesesa where confidential personal information andidential
journalistic material has been acquired and rethitiee matter should be reported to the relevami@issioner
or Inspector during his next inspection and theemaltbe made available to him if requested. Canftdhl
personal information is information held in coniide relating to the physical or mental health aritsial
counselling concerning an individual (whether liyior dead) who can be identified from it. Such infation,
which can include both oral and written communimag, is held in confidence if it is held subjecatoexpress
or implied undertaking to hold it in confidenceibis subject to a restriction on disclosure owafigation of
confidentiality contained in existing legislatidixamples might include consultations between atheal
professional and a patient, or information fromasignt's medical records.

3.11Spiritual counselling means conversations betweendividual and a Minister of Religion acting irsh
official capacity, where the individual being coahied is seeking or the Minister is imparting fargmess,
absolution or the resolution of conscience withdbghority of the Divine Being(s) of their faith.
3.12Confidential journalistic material includes matéaaquired or created for the purposes of journabsd
held subject to an undertaking to hold it in coafide, as well as communications resulting in inftram
being acquired for the purposes of journalism agld Bubject to such an undertaking.

4 AUTHORISATION PROCEDURES FOR DIRECTED SURVEILLANCE
4.1 Directed surveillance is defined in section 26(®he 2000 Act as surveillance which is covert, ot
intrusive, and undertaken:
d. for the purposes of a specific investigation orc#peoperation;
e. in such a manner as is likely to result in the i@ of private information about a person (whetbe
not one specifically identified for the purposegha investigation or operation); and
f. otherwise than by way of an immediate responseéeats or circumstances the nature of which is such
that it would not be reasonably practicable fomathorisation under Part Il of the 2000 Act to be
sought for the carrying out of the surveillance.
4.2 Covert surveillance is defined in section 26(93fadhe 2000 Act as any surveillance which is erout in
a manner calculated to ensure that the personsaubjthe surveillance are unaware that it is ay ime taking
place.
4.3 Private information is defined in section 26(10}é 2000 Act as including any information relattoca
person’s private or family life. The concept ofyatie information should be broadly interpretednidude an
individual’'s private or personal relationship widthers. Family life should be treated as extenbieygpnd the
formal relationships created by marriage.
4.4Directed surveillance does not include covert silaree carried out by way of an immediate respdose
events or circumstances which, by their very nattweld not have been foreseen. For example, agofficer
would not require an authorisation to conceal hifresed observe a suspicious person that he canossaor
the course of a patrol.
4.5By virtue of section 48(4) of the 2000 Act, suriaailce includes the interception of postal and tedee
communications where the sender or recipient caagerthe reading of or listening to or recordirighe
communication (as the case may be). For furthexrildetee paragraphs 4.30 - 4.32 of this code.
4.6 Surveillance in residential premises or in privagdicles is defined as intrusive surveillance ictisa
26(3) of the 2000 Act and is dealt with in chafgef this code. However, where surveillance isiedrout by
a device designed or adapted principally for theppse of providing information about the locatidrao
vehicle, the activity is directed surveillance amduld be authorised accordingly.
4.7 Directed surveillance does not include entry omtarference with property or with wireless telqgrg.
These activities are subject to a separate regiraathorisation or warrantry, as set out in chaptef this
code.
4.8 Directed surveillance includes covert surveillangtin office premises, (as defined in paragra@icf
this code). Authorising officers are reminded ttafidential information should be afforded an erde
level of protection. Chapter 3 of this code prosgideat in cases where the likely consequence okglance is
to acquire confidential information, the authorigatshould be given at a higher level.




Authorisation Procedures
4.9Under section 28(3) of the 2000 Act an authorisata directed surveillance may be granted by an
authorising officer where he believes that the augiation is necessary in the circumstances op#nacular
case:
« in the interests of national secufify;
« for the purpose of preventing and detectimgime or of preventing disorder;
* inthe interests of the economic well-being of the
* in the interests of public safety;
« for the purpose of protecting public he8jth
» for the purpose of assessing or collecting anydagy, levy or other imposition, contribution orazige
payable to a government department; or
« for any other purpose prescribed by an order mgdheérSecretary of State.
4.10The authorising officer must also believe thatgbereillance is proportionate to what it seeksdioieve.
4.11The public authorities entitled to authorise diegcsurveillance are listed in Schedule 1 to theD28¢t.
Responsibility for authorising the carrying outdifected surveillance rests with the authorisingeef and
requires the personal authority of the authorisifiger. The Regulation of Investigatory Powersg$riptions
of Offices, Ranks and Positions) Order 2003; S| Bl¥ 1 designates the authorising officer for eatferént
public authority and the officers entitled to antyin urgent cases. Where an authorisation faraied
surveillance is combined with a Secretary of Sgaforisation for intrusive surveillance, the congal
authorisation must be issued by the SecretaryaieSt
4.12The authorising officer must give authorisationsviiting, except that in urgent cases, they magiken
orally by the authorising officer or the officertgled to act in urgent cases. In such cases,tarstnt that the
authorising officer has expressly authorised thmashould be recorded in writing by the applicastsoon as
is reasonably practicable.
4.13A case is not normally to be regarded as urgergssrithe time that would elapse before the authgyrisi
officer was available to grant the authorisatiorulglpin the judgement of the person giving the atitation,
be likely to endanger life or jeopardise the inigedton or operation for which the authorisationsvizeing
given. An authorisation is not to be regarded genirwhere the need for an authorisation has begiected
or the urgency is of the authorising officer's omaking.
4.14Authorising officers should not be responsibledathorising investigations or operations in whicéyt
are directly involved, although it is recognisedttthis may sometimes be unavoidable, especiallydrcase
of small organisations, or where it is necessactaurgently. Where an authorising officer autbesisuch an
investigation or operation the central record dhatisations (see paragraphs 2.14 -2.15) shouldigtg this
and the attention of a Commissioner or Inspectoukhbe invited to it during his next inspection.
4.15Authorising officers within the Police, NCIS and B@nay only grant authorisations on application by a
member of their own force, Service or Squad. Autiiog officers in HMCE may only grant an authorisat
on application by a customs officer.
Information to be provided in applications for authorisation
4.16A written application for authorisation for diredteurveillance should describe any conduct to be
authorised and the purpose of the investigatiooperation. The application should also include:
» the reasons why the authorisation is necessahgiparticular case and on the grounds (e.g. for the
purpose of preventing or detecting crime) liste&attion 28(3) of the 2000 Act;
» the reasons why the surveillance is consideredgotiopate to what it seeks to achieve;
» the nature of the surveillance;
* the identities, where known, of those to be thgestilof the surveillance;
* an explanation of the information which it is desito obtain as a result of the surveillance;
» the details of any potential collateral intrusioddavhy the intrusion is justified;
» the details of any confidential information thatikely to be obtained as a consequence of the
surveillance.
» the level of authority required (or recommended ngtibat is different) for the surveillance; and
* asubsequent record of whether authority was giveefused, by whom and the time and date.
4.17 Additionally, in urgent cases, the authorisatioawst record (as the case may be):




* the reasons why the authorising officer or theceffientitled to act in urgent cases considereddke
so urgent that an oral instead of a written aufadion was given; and/or
» the reasons why it was not reasonably practicaivléhe application to be considered by the authmgis
officer.
4.18Where the authorisation is oral, the detail refttreabove should be recorded in writing by theliappt
as soon as reasonably practicable.
Duration of authorisations
4.19A written authorisation granted by an authorisifficer will cease to have effect (unless reneweddha
end of a period of three months beginning withdag on which it took effect.
4.20Urgent oral authorisations or written authorisasigmanted by a person who is entitled to act amly i
urgent cases will, unless renewed, cease to héeet efter seventy-two hours, beginning with tmediwhen
the authorisation was granted or renewed.
Reviews
4.21Regular reviews of authorisations should be un#lertdo assess the need for the surveillance tontant
The results of a review should be recorded on éméral record of authorisations (see paragrapht-22115).
Particular attention is drawn to the need to revaehorisations frequently where the surveillanace/jples
access to confidential information or involves at#lal intrusion.
4.221In each case the authorising officer within eachligauthority should determine how often a review
should take place. This should be as frequentlg asnsidered necessary and practicable.
Renewals
4.23If at any time before an authorisation would ceadeave effect, the authorising officer consideérs i
necessary for the authorisation to continue forpingose for which it was given, he may renew iviiting
for a further period of three months unless it ase to which paragraph 4.25 applies. Renewalsafsaybe
granted orally in urgent cases and last for a pesicseventy-two hours.
4.24A renewal takes effect at the time at which, or dawhich the authorisation would have ceased e ha
effect but for the renewal. An application for rewa should not be made until shortly before thénarisation
period is drawing to an end. Any person who woudcehtitled to grant a new authorisation can renew a
authorisation. Authorisations may be renewed mioae bnce, provided they continue to meet the aifer
authorisation.
4.25If at any time before an authorisation for direcsedveillance, granted on the grounds of it bemthe
interests of national security or in the interedtthe economic well-being of the UK, would ceas&ave
effect, an authorising officer who is a memberhaf intelligence services considers it necessary for
continue, he may renew it for a further periogiafmonths beginning with the day on which it would have
ceased to have effect but for the renewal.
4.26All applications for the renewal of an authorisatfor directed surveillance should record:
» whether this is the first renewal or every occasinrwhich the authorisation has been renewed
previously;
* any significant changes to the information in paagh 4.16;
* the reasons why it is necessary to continue wethdilected surveillance;
» the content and value to the investigation or dp@raf the information so far obtained by the
surveillance;
» the results of regular reviews of the investigatioroperation.
4.27 Authorisations may be renewed more than once,césgary, and the renewal should be kept/recorded as
part of the central record of authorisations (smagraphs 2.14 - 2.15).
Cancellations
4.28The authorising officer who granted or last reneWedauthorisation must cancel it if he is satstieat
the directed surveillance no longer meets theraitgpon which it was authorised. Where the ausiogi
officer is no longer available, this duty will fadh the person who has taken over the role of aisihg officer
or the person who is acting as authorising off(see the Regulation of Investigatory Powers (Cdaioeh of
Authorisations) Order 2000; SI No: 2794).
Ceasing of surveillance activity
4.29As soon as the decision is taken that directedesiltamce should be discontinued, the instructiorsitoe
given to those involved to stop all surveillanceld subject(s). The date and time when such arugt®n




was given should be recorded in the central recbedithorisations (see paragraphs 2.14 - 2.15}tand
notification of cancellation where relevant

ADDITIONAL RULES

Recording of telephone conversations

4.30Subject to paragraph 4.31 below, the interceptic@pmmunications sent by post or by means of public
telecommunications systems or private telecommtioita systems attached to the public network may be
authorised only by the Secretary of State, in ataoce with the terms of Part | of the 2000 Act.iNiag in this
code should be taken as granting dispensation tin@emequirements of that Part of the 2000 Act.

4.31Part | of the 2000 Act provides certain exceptitnthe rule that interception of telephone convitoea
must be warranted under that Part. This includégrevone party to the communication consents to the
interception, it may be authorised in accordandé section 48(4) of the 2000 Act provided that éhisrno
interception warrant authorising the interceptionsuch cases, the interception is treated astduec
surveillance.

4.32The use of a surveillance device should not belralg simply because it may incidentally pick uge am
both ends of a telephone conversation, and any@uchuct can be treated as having been lawfullgiobt.
However, its use would not be appropriate wheresthe purpose is to overhear speech which, afrtredf
monitoring, is being transmitted by a telecommutidces system. In such cases an application shalddde
for an interception of communication warrant unskection 5 of the 2000 Act.

5 AUTHORISATION PROCEDURES FOR INTRUSIVE SURVEILLANCE

5.1Intrusive surveillance is defined in section 26¢Bjhe 2000 Act as covert surveillance that:

g. is carried out in relation to anything taking plaxeany residential premises or in any private cehi

and
h. involves the presence of an individual on the psesmior in the vehicle or is carried out by mears of
surveillance device.

5.2 Covert surveillance is defined in section 26(9%f&ihe 2000 Act as any surveillance which is caroet in
a manner calculated to ensure that the personsaubjthe surveillance are unaware that it is ay ime taking
place.
5.3Where surveillance is carried out in relation tgtaimg taking place on any residential premises @ny
private vehicle by means of a device, without thatice being present on the premises, or in theksglit is
not intrusive unless the device consistently pregicthformation of the same quality and detail aghinbe
expected to be obtained from a device actuallygmesn the premises or in the vehicle. Thus, aemibson
post outside premises, which provides a limitedwaed no sound of what is happening inside the [z&sn
would not be considered as intrusive surveillance.
5.4 Residential premises are defined in section 48(1hHe@2000 Act. The definition includes hotel rogms
bedrooms in barracks, and police and prison celisibt any common area to which a person is alloace@dss
in connection with his occupation of such accomntiodee.g. a hotel lounge.
5.5A private vehicle is defined in section 48(1) o# 000 Act as any vehicle which is used primaolythe
private purposes of the person who owns it or péson otherwise having the right to use it. A perdoes not
have a right to use a motor vehicle if his rightise it derives only from his having paid, or unaken to pay,
for the use of the vehicle and its driver for atigatar journey.
5.6In many cases, a surveillance investigation or afp@T may involve both intrusive surveillance amtrg
on or interference with property or with wirelesgegraphy. In such cases, both activities needbagttion.
This can be done as a combined authorisation @egaph 2.11).
5.7 An authorisation for intrusive surveillance mayidgued by the Secretary of State (for the intetlage
services, the Ministry of Defence, HM Forces ang atfner public authority designated under sectibfl)) or
by a senior authorising officer (for police, NCCS and HMCE).
5.8 All authorisations require the personal authorityhe Secretary of State or the senior authorisitfiger.
Any members or officials of the intelligence sees¢cthe Ministry of Defence and HM Forces can appihe
Secretary of State for an intrusive surveillancerar. Under section 32(2) of the 2000 Act neitiner
Secretary of State or the senior authorising offmay authorise intrusive surveillance unless Hebes -

c. that the authorisation is necessary in the circantss of the particular case on the grounds tiet it




« in the interests of national securfty;

» for the purpose of preventing or detecting sermuse; or

* inthe interests of the economic well-being of the
and
b. the authorising officer must also believe tihat t
surveillance is proportionate to what it seeksdoi@ve.
5.9 A factor which must be taken into account in dexdvhether an authorisation is necessary and
proportionate is whether the information whichsithought necessary to obtain by means of thesineu
surveillance could reasonably be obtained by d#ssr intrusive means.
Authorisations Procedures for Police, National Crininal Intelligence Service, the National Crime Squad
and HM Customs and Excise
5.10The senior authorising officer should generallyegauthorisations in writing. However, in urgentess
they may be given orally. In an urgent oral casgagement that the senior authorising officerdngwessly
authorised the conduct should be recorded in wvaribiy the applicant as soon as is reasonably paddéic
5.111If the senior authorising officer is absent thempass/ided for in section 12(4) of the Police Ac959
section 5(4) of the Police (Scotland) Act 1967 tisec25 of the City of London Police Act 1839, @ctions 8
or 54 of the 1997 Act, an authorisation can bemiwewriting or, in urgent cases, orally by theidaeated
deputy.
5.12In an urgent case, where it is not reasonably jgedile having regard to the urgency of the caséhior
designated deputy to consider the application,iiemnrauthorisation may be granted by a persoriledtio act
under section 34(4) of the 2000 Act.
5.13A case is not normally to be regarded as urgemssrthe time that would elapse before the authgrisi
officer was available to grant the authorisatiorulglpin the judgement of the person giving the atitation,
be likely to endanger life or jeopardise the inigedton or operation for which the authorisationsvizeing
given. An authorisation is not to be regarded genirwhere the need for an authorisation has begiected
or the urgency is of the authorising officer's omaking.
5.14The consideration of an authorisation by the gegubhorising officer is only to be regarded as not
reasonably practicable (within the meaning of s&c84(2) of the 2000 Act) if he is on annual leasegbsent
from his office and his home, or is for some reasonable within a reasonable time to obtain actess
secure telephone or fax machine. Pressure of vgamktinormally to be regarded as rendering it icijgzable
for a senior authorising officer to consider anlaggpion. Where a designated deputy gives an aisdwon this
should be made clear and the reason for the absétive senior authorising officer given.
5.15A police, NCIS or NCS authorisation cannot be tgdrnunless the application is made by a membédreof t
same force, service or squad. For HMCE an authmisaannot be granted unless the application deniey a
customs officer. Where the surveillance is cardatin relation to any residential premises, thiharsation
cannot be granted unless the residential premrgeis ghe area of operation of the force, senscgiad or
organisation.

Footnotes:

’A senior authorising officer of a law enforcemegéency should not issue an authorisation for inweisi
surveillance or entry on or interference with pmoyper with wireless telegraphy where the operatgowithin
the responsibilities of one of the intelligencevems and properly falls to be authorised by wéarrssued by
the Secretary of State under Part Il of the 20000k¢he 1994 Act. Also see footnotes 1 and 2.

Information to be provided in applications for authorisation
5.16Applications should be in writing and describe taduct to be authorised and the purpose of the
investigation or operation. The application shapecify:

» the reasons why the authorisation is necessahgeiparticular case and on the grounds (e.g. for the

purpose of preventing or detecting serious crinse@d in section 32(3) of the 2000 Act;

» the reasons why the surveillance is consideredgotiopate to what it seeks to achieve;

» the nature of the surveillance;

» the residential premises or private vehicle intrefato which the surveillance will take place;

» the identities, where known, of those to be thgeuilof the surveillance;




* an explanation of the information which it is desito obtain as a result of the surveillance;
» details of any potential collateral intrusion anlythe intrusion is justified,;
» details of any confidential information that isdlig to be obtained as a consequence of the swaned!
* A subsequent record should be made of whether atytlwas given or refused, by whom and the time
and date.
5.17 Additionally, in urgent cases, the authorisatioowdt record (as the case may be):
» the reasons why the authorising officer or desigghaleputy considered the case so urgent that &n ora
instead of a written authorisation was given; and/o
» the reasons why it was not reasonably practicailéhe application to be considered by the senior
authorising officer or the designated deputy.
5.18 Where the application is oral, the detail refet@dbove should be recorded in writing as soon as
reasonably practicable.
Approval of Surveillance Commissioners
5.19Except in urgent cases a police, NCIS, NCS or HM@#thorisation granted for intrusive surveillanaé w
not take effect until it has been approved by as&8illance Commissioner and written notice of the
Commissioner's decision has been given to the pevbo granted the authorisation. This means tteat th
approval will not take effect until the notice Haeen received in the office of the person who ghtie
authorisation within the relevant force, serviogjad or HMCE.
5.20When the authorisation is urgent it will take efferom the time it is granted provided notice igeg to
the Surveillance Commissioner in accordance withige 35(3)(b) (see section 36(3) of the 2000 Act).
5.21There may be cases that become urgent after agdgras been sought but before a response has been
received from a Surveillance Commissioner. In saiclase, the authorising officer should notify the
Surveillance Commissioner that the case is nhownir@gminting out that it has become urgent sinee th
notification). In these cases, the authorisatidhtake effect immediately.
Notifications to Surveillance Commissioners
5.22Where a person grants, renews or cancels an @&a#tion, he must, as soon as is reasonably pragica
give notice in writing to a Surveillance Commisgonn accordance with whatever arrangements hege b
made by the Chief Surveillance Commissioner.
5.23In urgent cases, the notification must specifygf@inds on which the case is believed to be one of
urgency. The urgency provisions should not be usetinely. If the Surveillance Commissioner is siid
that there were no grounds for believing the cadeetone of urgency, he has the power to quash the
authorisation
5.24The information to be included in the notificatitnthe Surveillance Commissioner is set out in the
Regulation of Investigatory Powers (NotificationAudthorisations etc.) Order 2000; SI No: 2563.
Authorisation Procedures for Secretary of State
5.25An intrusive surveillance authorisation for anytioé intelligence services, the Ministry of Defenid®!
Forces or any other public authority designatedH@ purpose requires a Secretary of State
authorisation/warrant, unless they are acting drali@f another public authority that has obtaiaed
authorisation. In this context, Secretary of State mean any Secretary of State, although an asdiion or
warrant should be obtained from the Secretary ateSif the relevant department.
5.26Intelligence services authorisations must be niigdesue of a warrant. Such warrants will generady
given in writing by the Secretary of State. In urgeases, a warrant may be signed (but not renelyed)
senior official, provided the Secretary of State bapressly authorised this.
5.27 Applications to the Secretary of State for autbetions should specify those matters listed ingragh
5.16.
All intrusive surveillance authorisations
5.28Paragraphs 5.29 to 5.42 deal with the duratiarewel and cancellation of authorisations. Unless
otherwise specified the guidance below appliedltaughorisations.
Duration of Authorisations
All authorisations except Secretary of State ligetice Services authorisations
5.29 A written authorisation granted by a Secretargiaite, a senior authorising officer or a designdtgulity
will cease to have effect (unless renewed) at titead a period othree months beginning with the day on
which it took effect.




5.300ral authorisations given in urgent cases by aebay of State, a senior authorising officershairt
designated deputies, and written authorisationsrgby those only entitled to act in urgent cases fmragraph
5.11), will cease to have effect (unless renewet)eaend of the period aeventy-twohours beginning with
the time when they took effect.

Secretary of State intelligence services authaosat

5.31A warrant issued by the Secretary of State wilseeto have effect at the end of a period of sirth
beginning with the day on which it was issued.

5.32Warrants expressly authorised by a SecretaryaiéSand signed on his behalf by a senior civilaat,

will cease to have effect at the end of the sesomitking day following the day of issue of the wantranless
renewed by the Secretary of State.

Renewals
All authorisations except Secretary of State ligetice Services authorisations
5.33If at any time before an authorisation expiressieior authorising officer or, in his absence, the
designated deputy considers the authorisation dramitinue to have effect for the purpose for whiakas
issued, he may renew it in writing for a furtheripd of three months
5.34 As with the initial authorisation, the senior awriking officer must (unless it is a case to witioh
urgency procedure applies) seek the approval aireae8lance Commissioner. This means that the raheul
not take effect until the notice of it has beerereed in the office of the person who granted tinarisation
within the relevant force, service, squad or HM®Ht (hot before the day on which the authorisatiowibe/
have otherwise ceased to have effect). In urgesds;a renewal can take effect immediately (pravities is
not before the day on which the authorisation wdaelde otherwise ceased to have effect). See se@%iamd
36 of the 2000 Act and the Regulation of Invesbgafowers (Notification of Authorisations etc.)der 2000;
Sl No: 2563.
5.35Subject to paragraph 5.36, if at any time befbeeday on which a Secretary of State authorisation
expires, the Secretary of State considers it nacg$sr the warrant to be renewed for the purposevhich it
was issued, he may renew it in writing for a furtheriod of three months, beginning with the dayadmch it
would have ceased to have effect, but for the rahew
Secretary of State intelligence services authaosat
5.361f at any time before an intelligence service \aatrexpires, the Secretary of State considersessary
for the warrant to be renewed for the purpose foictvit was issued, he may renew it in writing &oiurther
period of six months, beginning with the day on aethit would have ceased to have effect, but fordémewal.
5.37All applications for a renewal of an authorisation or warrant steatord:

» whether this is the first renewal or every occasinrwhich the warrant/authorisation has been redewe

previously;

* any significant changes to the information listegharagraph 5.16;

* the reasons why it is necessary to continue wethritrusive surveillance;

» the content and value to the investigation or dparaf the product so far obtained by the suraeitie;

» the results of regular reviews of the investigatiormperation.
5.38Authorisations may be renewed more than onceegéssary, and the renewal should be kept/recogled a
part of the central record of authorisations (smagraphs 2.14 - 2.15).
Reviews
5.39Regular reviews of authorisations should be umdtert to assess the need for the surveillance tincen
The results of a review should be recorded on éméral record of authorisations (see paragrapht-22115).
Particular attention is drawn to the need to revaeihorisations frequently where the intrusive sillance
provides access to confidential information or ires collateral intrusion.
5.40The senior authorising officer or, for those sabje Secretary of State authorisation, the merober
official who made the application within each pelduthority should determine how often a reviewmsthdake
place. This should be as frequently as is consitleeeessary and practicable.
Cancellations
5.41The senior authorising officer who granted or tastewed the authorisation must cancel it, or #rsqn
who made the application to the Secretary of Statst apply for its cancellation, if he is satisfibdt the
surveillance no longer meets the criteria upon Witievas authorised. Where the senior authorisifiges or



person who made the application to the Secreta8tait is no longer available, this duty will fafi the
person who has taken over the role of senior aigingrofficer or taken over from the person who mé#ue
application to the Secretary of State or the pevglon is acting as the senior authorising officere(the
Regulation of Investigatory Powers (Cancellatioathorisations) Order 2000; SI No: 2794).

5.42The Surveillance Commissioners must be notifieénatpolice, NCIS, NCS or HMCE authorisations are
cancelled (see the Regulation of Investigatory ReWdotification of Authorisations etc.) Order 20 No:
2563).

Ceasing of surveillance activity

5.43As soon as the decision is taken that the inteusiwrveillance should be discontinued, instructionst be
given to those involved to stop all surveillancela subject(s). The date and time when such d@rugi®n
was given should be recorded in the central recbedithorisations (see paragraphs 2.14 - 2.15}tand
notification of cancellation where relevant.

Police, National Criminal Intelligence Service, tNational Crime Squad and HM Customs and Excise
authorisations

5.441n cases where an authorisation is quashed or baasd¢xy a Surveillance Commissioner, the senior
authorising officer must immediately instruct thaserying out the surveillance to stop monitoriogserving,
listening or recording the activities of the subjetcthe authorisation. The date and time when such
instruction was given should be recorded on thérakrecord of authorisations (see paragraphs 22145).

6_ AUTHORISATION PROCEDURES FOR ENTRY ON OR INTERFEREE WITH PROPERTY OR
WITH WIRELESS TELEGRAPHY
6.1 The 1994 Act and 1997 Act provide lawful authofiy entry on or interference with property or with
wireless telegraphy by the intelligence servicas the police, NCIS, NCS and HMCE.
6.2 In many cases a covert surveillance operationimayve both intrusive surveillance and entry on or
interference with property or with wireless telggmg. This can be done as a combined authorisatitmugh
the criteria for authorisation of each activity mhe considered separately (see paragraph 2.11).
Authorisations for_entry on or_interference with property or with wireless telegraphy by the police,
National Criminal Intelligence Service, the Nation& Crime Squad and HM Customs and EXxcise
6.3 Responsibility for such authorisations rests it authorising officer as defined in section 93(bhe
1997 Act, that is the chief constable or equival&unithorisations require the personal authorityhef
authorising officer (or his designated deputy) @tde urgent situations, where it is not reasongiocticable
for the application to be considered by such persbe person entitled to act in such cases isigahection
94 of the 1997 Act.
6.4 Authorisations under the 1997 Act may not be resngswhere the public authority is acting with the
consent of a person able to give permission ine&spf relevant property, although consideratioousth still
be given to the need to obtain an authorisatioreuRart Il of the 2000 Act.
6.5 Authorisations for the police, NCIS and NCS malydre given by an authorising officer on applicatioy
a member of his own force, Service or Squad foryesrt or interference with property or with wiredes
telegraphy within the authorising officer's owna operation. For HMCE an authorisation may didy
given by an authorising officer on application bgustoms officer. An authorising officer may autikerthe
taking of action outside the relevant area solethttie purpose of maintaining or retrieving anyidey
apparatus or equipment.
6.6 Any person giving an authorisation for entry ornirderference with property or with wireless teksgny
under section 93(2) of the 1997 Act must beliea:th

* itis necessary for the action specified to bendie the purpose of preventing or detecting seriou

crime (or in the case of the Police Service of Nem Ireland, in the interests of national seciftignd

» that the taking of the action is proportionate toatvthe action seeks to achieve.
6.7 The authorising officer must take into account thibewhat it is thought necessary to achieve by the
authorised conduct could reasonably be achievesth®r means.
6.8 Any person granting or applying for an authorsatdr warrant to enter on or interfere with propent
with wireless telegraphy will also need to be awarparticular sensitivities in the local communithere the
entry or interference is taking place and of simaletivities being undertaken by other public auties which
could impact on the deployment. In this regarts recommended that the authorising officers in SIGNCS




and HMCE should consult a senior officer within gadice force in which the investigation or operatiakes
place where the authorising officer considers toatflicts might arise. The Chief Constable of tludi¢e
Service of Northern Ireland should be informed my aurveillance operation undertaken by another law
enforcement agency which involve its officers inimta@ning or retrieving equipment in Northern Ineta
Authorisation procedures for entry on or_interference with property or with wireless telegraphy by the
police, National Criminal Intelligence Service, theNational Crime Squad and HM Customs and Excise
6.9 Authorisations will generally be given in writity the authorising officer. However, in urgent casbey
may be given orally by the authorising officersinch cases, a statement that the authorising offeee
expressly authorised the action should be recardediting by the applicant as soon as is reasgnabl
practicable. This should be done by the person witbm the authorising officer spoke.
6.101f the authorising officer is absent then as pded for in section 12(4) of the Police Act 1996;t&m 5(4)
of the Police (Scotland) Act 1967, section 25 @f @ity of London Police Act 1839, or sections &4drof the
1997 Act, an authorisation can be given in writimgin urgent cases, orally by the designated geput
6.11Where, however, in an urgent case, it is not neasly practicable for the designated deputy to iclensan
application, then written authorisation may be gibg the following:
* in the case of the police, by an assistant chie$table (other than a designated deputy);
* in the case of the Metropolitan Police and City.ohdon Police, by a commander;
« inthe case of NCIS and NCS, by a person desigristélde relevant Director Genetal
« in the case of HMCE, by a person designated by tramissioners of Customs and Ex&ise
6.12 Applications to the authorising officer for auttsation must be made in writing by a police or ooss
officer or a member of NCIS or NCS (within the terof section 93(3) of the 1997 Act) and should gpec
» the identity or identities of those to be targefgtiere known);
» the property which the entry or interference witil affect;
* the identity of individuals and/or categories obpke, where known, who are likely to be affected by
collateral intrusion;
» details of the offence planned or committed;
» details of the intrusive surveillance involved;
* how the authorisation criteria (as set out in paaplys 6.6 and 6.7) have been met;
e any action which may be necessary to retrieve gnjpenent used in the surveillance;
* in case of a renewal, the results obtained smfaa,full explanation of the failure to obtain amgults;
and
» whether an authorisation was given or refused, bgrvand the time and date.
6.13 Additionally, in urgent cases, the authorisatibowdd record (as the case may be):
» the reasons why the authorising officer or desigghaleputy considered the case so urgent that &n ora
instead of a written authorisation was given; and
» the reasons why (if relevant) the person grantgauthorisation did not consider it reasonably
practicable for the application to be consideredh®ysenior authorising officer or the designated
deputy.
6.14Where the application is oral, the informatiorereéd to above should be recorded in writing by the
applicant as soon as reasonably practicable.
Notifications to Surveillance Commissioners
6.15Where a person gives, renews or cancels an asdition, he must, as soon as is reasonably pralgjcab
give notice of it in writing to a Surveillance Corssioner, in accordance with arrangements madadéhief
Surveillance Commissioner. In urgent cases whichlavotherwise have required the approval of a
Surveillance Commissioner, the notification musafy the grounds on which the case is believeaetone of
urgency.
6.16 There may be cases which become urgent after aqldnas been sought but before a response has been
received from a Surveillance Commissioner. In saiclase, the authorising officer should notify the
Surveillance Commissioner that the case is urgesin{ing out that it has become urgent since tle®ipus
notification). In these cases, the authorisatidhtake effect immediately.
6.17 Notifications to Surveillance Commissioners irat&n to the authorisation, renewal and canceltabido
authorisations in respect of entry on or interfesewith property should be in accordance with the
requirements of the Police Act 1997 (NotificatiarisAuthorisations etc) Order 1998; SI No. 3241.




Duration of authorisations
6.18 Written authorisations given by authorising offE&vill cease to have effect at the end of a peoifathree
months beginning with the day on which they todkdf In cases requiring prior approval by a Sulaece
Commissioner this means from the time the SurveskaCommissioner has approved the authorisatiorhend
person who gave the authorisation has been natified means that the approval will not take eftawil the
notice has been received in the office of the pewsloo granted the authorisation within the releviante,
service, squad or HMCE. In cases not requiringr@pproval, this means from the time the authdosawvas
given.
6.190ral authorisations given in urgent cases by:

» authorising officers;

» or designated deputies
and written authorisations given by:

» assistant chief constables (other than a desigmiaeaty);

» commanders in the Metropolitan Police and City ofdlon Police;

» the person designated to act by the Director GeénéMCIS or of NCS;

» the person designated for the purpose by the Cosionisrs of Customs and Excise;
will cease at the end of the periodsefventy-twohours beginning with the time when they took dffec
Renewals
6.201f at any time before the day on which an auttatitg expires the authorising officer or, in hisahce,
the designated deputy considers the authorisationld continue to have effect for the purpose foroh it
was issued, he may renew it in writing for a perdthree monthsbeginning with the day on which the
authorisation would otherwise have ceased to hHgeteAuthorisations may be renewed more than pifice
necessary, and the renewal should be recordedecauthorisation record (see paragraph 6.27).
6.21 Commissioners must be notified of renewals of ausiations. The information to be included in the
notification is set out in the Police Act 1997 (Mioations of Authorisations etc) Order 1998; SI:Ns@41.
6.221f, at the time of renewal, the criteria in par@gm 6.30 exist, then the approval of a Surveillance
Commissioner must be sought before the renewalataneffect. The fact that the initial authorisatrequired
the approval of a Commissioner before taking efflees not mean that its renewal will automaticediyuire
such approval. It will only do so if, at the timktbe renewal, it falls into one of the categormeguiring
approval (and is not urgent).
Reviews
6.23 Authorising officers should regularly review autisations to assess the need for the entry on or
interference with property or with wireless telggmg to continue. This should be recorded on thbaigation
record (see paragraph 6.27). The authorising affibeuld determine how often a review should tdkee
when giving an authorisation. This should be agueatly as is considered necessary and practieablet no
greater interval than one month. Particular attenis drawn to the need to review authorisatiortsranewals
regularly and frequently where the entry on orriigieence with property or with wireless telegrapmgvides
access to confidential information or involves at#lal intrusion.
Cancellations
6.24The senior authorising officer who granted or tasiewed the authorisation must cancel it, or #reqgn
who made the application to the Secretary of Statst apply for its cancellation, if he is satisftbdt the
authorisation no longer meets the criteria uporctvitiwas authorised. Where the senior authorisffiger or
person who made the application to the Secreta8tait is no longer available, this duty will fafi the
person who has taken over the role of senior aisingrofficer or taken over from the person who mé#ue
application to the Secretary of State or the pevglon is acting as the senior authorising officere(the
Regulation of Investigatory Powers (Cancellatioathorisations) Order 2000; SI No: 2794).
6.25The Surveillance Commissioners must be notifiedawofcellations of authorisations. The informatioré
included in the notification is set out in the ReliAct 1997 (Notifications of Authorisations etcjder 1998; Sl
No: 3421.
6.26 The Surveillance Commissioners have the poweamee an authorisation if they are satisfied taagny
time after an authorisation was given or renewleeket were no reasonable grounds for believing thieens set
out in paragraphs 6.6 and 6.7 above. In such cstamees, a Surveillance Commissioner may order the




destruction of records, in whole or in part, otthemn any that are required for pending criminatioil
proceedings.
Authorisation record
6.27 An authorisation record should be created whiconds:

* the time and date when an authorisation is given;

» whether an authorisation is in written or oral form

* the time and date when it was notified to a Sularede Commissioner;

» and the time and date when the Surveillance Cononissnotified his approval (where appropriate).
The authorisation record should also record:

» every occasion when entry on or interference witipprty or with wireless telegraphy has occurred;

» the result of periodic reviews of the authorisation

» the date of every renewal; and

» it should record the time and date when any inftaavas given by the authorising officer to cetse

interference with property or with wireless telgumg.

Ceasing of entry on or interference with property @ with wireless telegraphy
6.280nce an authorisation or renewal expires or iselad or quashed, the authorising officer must
immediately instruct those carrying out the suaeite to cease all the actions authorised for ity ®n or
interference with property or with wireless telggmg. The time and date when such an instructiongiaen
should be recorded on the authorisation recordgaesgraph 6.27).
Retrieval of equipment
6.29Where a Surveillance Commissioner quashes or tsaaneauthorisation or renewal, he will, if there a
reasonable grounds for doing so, order that theoaisation remain effective for a specified peritwenable
officers to retrieve anything left on the propdstyvirtue of the authorisation. He can only dofshé
authorisation or renewal makes provision for tAislecision by the Surveillance Commissioner najite
such an order can be the subject of an appeaétChinef Surveillance Commissioner.

Footnotes:

8See footnotes 1 and 2.

°For police members of NCIS or NCS, this will beadficer who holds the rank of assistant chief cahk in
that Service or Squad. Additionally, in the cas®&GflS, this may be an assistant chief investigatifficer of
HMCE.

This will be an officer of the rank of assistanteftinvestigation officer.

Special Rules
Cases requiring prior approval of a Surveillance Conmissioner

6.30In certain cases, an authorisation for entry omtarference with property will not take effect liat
Surveillance Commissioner has approved it and titieenhas been received in the office of the pergon
granted the authorisation within the relevant fosmvice, squad or HMCE (unless the urgency praesdare
used). These are cases where the person giviragitherisation believes that:

» any of the property specified in the authorisation:

* is used wholly or mainly as a dwelling or as a bedrn in a hotel; or

* constitutes office premises; or

» the action authorised is likely to result in anygm® acquiring knowledge of:

* matters subject to legal privilege;

» confidential personal information; or

» confidential journalistic material.
6.310ffice premises are defined as any building or phet building whose sole or principal use is agfice
or for office purposes (which means purposes ofiadtnation, clerical work, handling money and #ene
or telegraph operation).
Authorisations for entry on or interference with property or with wireless telegraphy by the intelligeice
services
6.32Before granting a warrant, the Secretary of Staiset:




» think it necessary for the action to be taken li@r purpose of assisting the relevant agency iryicayr
out its functions;

» Dbe satisfied that the taking of the action is prtipoate to what the action seeks to achieve;

» take into account in deciding whether an authaosas necessary and proportionate is whether the
information which it is thought necessary to obtayrthe conduct authorised by the warrant could
reasonably be obtained by other means; and

» be satisfied that there are satisfactory arrang&mneriorce under the 1994 Act or the 1989 Act in
respect of disclosure of any material

» obtained by means of the warrant, and that matebtined will be subject to those arrangements.

6.33An application for a warrant must be made by a tmamof the intelligence services for the taking of
action in relation to that agency. In addition, 8exurity Service may make an application for arardrto act
on behalf of the Secret Intelligence Service (SI%) the Governments Communication Headquarters (§CH
SIS and GCHQ may not be granted a warrant for maticupport of the prevention or detection of aesi
crime which relates to property in the British feda.

6.34A warrant shall, unless renewed, cease to haeetaffthe warrant was under the hand of the Sacyetf
State, at the end of the periodsof monthsbeginning with the day on which it was issuedairy other case,
at the end of the period ending with gexond working dayfollowing that day.

6.35If at any time before the day on which a warranuld cease to have effect the Secretary of State
considers it necessary for the warrant to conttougave effect for the purpose for which it wasiesy he may
by an instrument under his hand renew it for aqueafsix monthsbeginning with that day. The Secretary of
State shall cancel a warrant if he is satisfied titva action authorised by it is no longer necessar

6.36 The intelligence services should provide the sarfogmation as the police, as and where appropriate
when making applications, requests for renewalragdests for cancellation of property warrants.

Retrieval of equipment

6.37Because of the time it can take to remove equipiinem a person’s property it may also be necessary
renew a property warrant in order to complete #teaval. Applications to the Secretary of Staterémewal
should state why it is being or has been closeddavhy it has not been possible to remove the eqgeipt and
any timescales for removal, where known.

7 OVERSIGHT BY COMMISSIONERS

7.1 The 1997 and 2000 Acts require the Chief Sllaveie Commissioner to keep under review (with the
assistance of the Surveillance Commissioners asgtant Surveillance Commissioners) the performarice
functions under Part Il of the 1997 Act and Padflthe 2000 Act by the police (including the Roiavy
Regulating Branch, the Royal Military Police and tRoyal Air Force Police and the Ministry of Defenc
Police and the British Transport Police), NCIS, NS, HMCE and of the 2000 Act the other public
authorities listed in Schedule 1 and in Northeatalnd officials of the Ministry of Defence and HNMrEes.
7.2The Intelligence Services Commissioner’s remibipiovide independent oversight of the use of the
powers contained within Part 1l of the 2000 Act d@ne 1994 Act by the Security Service, Secret ligehce
Service, GCHQ and the Ministry of Defence and HMdes (excluding the Royal Navy Regulating Branhbb, t
Royal Military Police and the Royal Air Force P@jand in Northern Ireland officials of the Ministf
Defence and HM Forces);

7.3This code does not cover the exercise of any oCbramissioners’ functions. It is the duty of anygma
who uses these powers to comply with any requederbg a Commissioner to disclose or provide any
information he requires for the purpose of enablimg to carry out his functions.

7.4 References in this code to the performance of vefuactions by the Chief Surveillance Commissioaed
other Commissioners apply also to Inspectors aherahembers of staff to whom such functions hawnbe
delegated.

8 COMPLAINTS

8.1The 2000 Act establishes an independent Triburkat Tribunal will be made up of senior membershef t
judiciary and the legal profession and is indepahdéthe Government. The Tribunal has full powers
investigate and decide any case within its jurisoic




This code does not cover the exercise of the Tabsiflunctions. Details of the relevant complaiptecedure
can be obtained from the following address:

Investigatory Powers Tribunal

PO Box 33220
London

SW1H 97Q

020 7273 4514

Covert Surveillance Code of Practice

http://www.homeoffice.gov.uk/crimpol/crimreduc/rdation/codeofpractice/surveillance/index.html




APPENDIX 4 — Home Office Code of Practice for the
use or conduct of a Covert Human
Intelligence Source
Amended to conform with SI 200 3 3171



COVERT HUMAN INTELLIGENCE SOURCES
CODE OF PRACTICE
Pursuant to Section 71 of the
Regulation of Investigatory Powers Act 2000
Commencement

This code applies to every authorisation of the usa conduct by public authorities of covert human
intelligence sources carried out under Part 1l of he Regulation of Investigatory Powers Act 2000 whic
begins on or after the day on which this code comésto effect.

Chapter 1: BACKGROUND
1 GENERAL
1.11In this code the:

e "1989 Act" means the Security Service Act 1989;

e "1994 Act" means the Intelligence Services Act 1994;

e "1997 Act" means the Police Act 1997,

» "2000 Act" means the Regulation of Investigatory Powers AA2

 "RIP(S)A" means the Regulation of Investigatory Powers (&ad) Act 2000;
1.2 This code of practice provides guidance on thénaidation of the use or conduct of covert human
intelligence sources ("a source") by public autiresiunder Part Il of the 2000 Act.
1.3 The provisions of the 2000 Act are not intendedpply in circumstances where members of the public
volunteer information to the police or other authes, as part of their normal civic duties, or ¢ontact
numbers set up to receive information (such as €sioppers, Customs Confidential, the Anti Terrorist
Hotline, or the Security Service Public Telephonari¥ber). Members of the public acting in this waywdo
not generally be regarded as sources.
1.4 Neither Part Il of the 2000 Act or this code oagtice is intended to affect the practices and quores
surrounding criminal participation of sources.
1.5 The 2000 Act provides that all codes of practielating to the 2000 Act are admissible as evidence
criminal and civil proceedings. If any provisiontbe code appears relevant to any court or tribooasidering
any such proceedings, or to the Investigatory Pewebunal established under the 2000 Act, or te ohthe
Commissioners responsible for overseeing the powarterred by the 2000 Act, it must be taken irdocaint.
General extent of powers
1.6 Authorisations can be given for the use or condfiet source both inside and outside the Unitechdam.
Authorisations for actions outside the United Kiogdcan only validate them for the purposes of pedoeys
in the United Kingdom. An authorisation under PHriof the 2000 Act does not take into account the
requirements of the country outside the United g in which the investigation or operation is tekplace.
1.7 Members of foreign law enforcement or other agemha@r sources of those agencies may be authorise
under the 2000 Act in the UK in support of domeatid international investigations.
1.8 Where the conduct authorised is likely to takecelan Scotland, authorisations should be grantetkiun
RIP(S)A, unless the authorisation is being obtaihgdhose public authorities listed in section 46¢8 the
2000 Act and the Regulation of Investigatory Powgkathorisations Extending to Scotland) Order 2000)
Additionally, any authorisation granted or reneviedthe purposes of national security or the ecanomell-
being of the UK must be made under the 2000 Acis Thde of practice is extended to Scotland inticgleto
authorisations made under Part 1l of the 2000 Aaictv apply to Scotland. A separate code of pracmaies
in relation to authorisations made under RIP(S)A.
Use of material in evidence
1.9 Material obtained from a source may be used aeace in criminal proceedings. The proper authtboisa
of a source should ensure the suitability of suddesnce under the common law, section 78 of thecPand
Criminal Evidence Act 1984 and the Human Rights 2@98. Furthermore, the product obtained by a surc
described in this code is subject to the ordinatgs for retention and disclosure of material urttierCriminal
Procedure and Investigations Act 1996, where tholes apply to the law enforcement body in questidrere
are also well-established legal procedures that pvdtect the identity of a source from disclosimesuch
circumstances.




2 GENERAL RULES ON AUTHORISATIONS

2.1 An authorisation under Part Il of the 2000 Actlyilovide lawful authority for the use of a source.
Responsibility for giving the authorisation will gend on which public authority is responsible fog source.
2.2 Part Il of the 2000 Act does not impose a requéenon public authorities to seek or obtain an
authorisation where, under the 2000 Act, one isl@ve (see section 80 of the 2000 Act). Nevertbelevhere
there is an interference by a public authority vifitt right to respect for private and family lifeaganteed
under Article 8 of the European Convention on HuRaghts, and where there is no other lawful autigpthe
consequences of not obtaining an authorisationrnthée2000 Act may be that the action is unlawfuvistue
of section 6 of the Human Rights Act 1998.

2.3 Public authorities are therefore strongly recomaeehto seek an authorisation where the use or cowdu
a source is likely to interfere with a person'siéd\et 8 rights to privacy by obtaining informatiorom or about
a person, whether or not that person is the subfdbie investigation or operation. Obtaining athausation
will ensure that the action is carried out in adeamrce with law and subject to stringent safeguagdsnst
abuse.

Necessity and Proportionality

2.4 Obtaining an authorisation under the 2000 Act wiilly ensure that the authorised use or conduct of a
source is a justifiable interference with an indual's Article 8 rights if it is necessary and pdjpnate for the
source to be used. The 2000 Act first requirestti@person granting an authorisation believettiat
authorisation is necessary in the circumstancéiseoparticular case for one or more of the stayugoounds in
section 29(3) of the 2000 Act.

2.5Then, if the use of the source is necessary, thepearanting the authorisation must believe thatuse of
a source is proportionate to what is sought todiweaed by the conduct and use of that source. ilmfa@ves
balancing the intrusiveness of the use of the soarncthe target and others who might be affected &yainst
the need for the source to be used in operatienals. The use of a source will not be proportioifatas
excessive in the circumstances of the case oeifrtftormation which is sought could reasonably b&aimed by
other less intrusive means. The use of a souragddie carefully managed to meet the objectiveuastjon
and sources must not be used in an arbitrary @innvhy.

Collateral Intrusion

2.6 Before authorising the use or conduct of a souheeauthorising officer should also take into asddhe
risk of intrusion into the privacy of persons otkiggin those who are directly the subjects of theratpon or
investigation (collateral intrusion). Measures dddae taken, wherever practicable, to avoid unresrgs
intrusion into the lives of those not directly ceeted with the operation.

2.7 An application for an authorisation should inclageassessment of the risk of any collateral irdrusrhe
authorising officer should take this into accowvthien considering the proportionality of the use eoxduct of
a source.

2.8 Those tasking a source should inform the authmisfficer if the investigation or operation unegfszlly
interferes with the privacy of individuals who aret covered by the authorisation. When the original
authorisation may not be sufficient, considerasbould be given to whether the authorisation néete
amended and reauthorised or a new authorisati@uyisred.

2.9 Any person granting or applying for an authorisatill also need to be aware of any particular
sensitivities in the local community where the seus being used and of similar activities beindermaken by
other public authorities which could impact on teployment of the source. Consideration should la¢so
given to any adverse impact on community confidesrcgafety that may result from the use or condifiet
source or of information obtained from that soufnehis regard, it is recommended that where tith@ising
officers in the National Criminal Intelligence S (NCIS), the National Crime Squad (NCS) and HM
Customs and Excise (HMCE) consider that conflictghtnarise they should consult a senior officetmitthe
police force area in which the source is deployeattitionally, the authorising officer should make a
assessment of any risk to a source in carryingheuconduct in the proposed authorisation.

2.10In a very limited range of circumstances an ausation under Part Il may, by virtue of sectiong@&nd
27 of the 2000 Act, render lawful conduct which Wbatherwise be criminal, if it is incidental toyaoconduct
falling within section 26(8) of the 2000 Act whitie source is authorised to undertake. This woeaftedd on
the circumstances of each individual case, andideration should always be given to seeking adirm® the
legal adviser within the relevant public authomtlgen such activity is contemplated. A source tloéd beyond




the limits recognised by the law will be at riskrit prosecution. The need to protect the sourceataiter this
principle.

Combined authorisations

2.11A single authorisation may combine two or mordedént authorisations under Part Il of the 2000. &cir
example, a single authorisation may combine authtans for intrusive surveillance and the conadict
source. In such cases the provisions applicaldad¢h of the authorisations must be considered aghar
Thus, a police superintendent can authorise thdwgirof a source but an authorisation for intrusive
surveillance by the police needs the separate atytlod a chief constable, and in certain casesajhygroval of
a Surveillance Commissioner will also be necesdaflyere an authorisation for the use or conductaheert
human intelligence source is combined with a Sacyeif State authorisation for intrusive surveitanthe
combined authorisation must be issued by the Segref State. However, this does not preclude publi
authorities from obtaining separate authorisations.

Directed surveillance against a potential source

2.121t may be necessary to deploy directed surveilaagainst a potential source as part of the praxfess
assessing their suitability for recruitment, oplanning how best to make the approach to them. An
authorisation under this code authorising an offioeestablish a covert relationship with a potardéburce
could be combined with a directed surveillance anglation so that both the officer and potentialrse could
be followed. Directed surveillance is defined iotg@n 26(2) of the 2000 Act. See the code of pcactin
Covert Surveillance.

Central Record of all authorisations

2.13A centrally retrievable record of all authorisasoshould be held by each public authority and eatyl
updated whenever an authorisation is granted, reti@wvcancelled. The record should be made avaitalthe
relevant Commissioner or an Inspector from thed@ftf Surveillance Commissioners, upon requestsd he
records should be retained for a period of at lgmste years from the ending of the authorisation.
2.14Proper records must be kept of the authorisatohuse of a source. Section 29(5) of the 2000 Act
provides that an authorising officer must not g@mtauthorisation for the use or conduct of a sourdess he
believes that there are arrangements in placenfreng that there is at all times a person with th
responsibility for maintaining a record of the usade of the source. The Regulation of InvestigaRowers
(Source Records) Regulations 2000; SI No: 2725Idetee particulars that must be included in theords
relating to each source.

2.15In addition, records or copies of the following,appropriate, should be kept by the relevant aiiyho

» acopy of the authorisation together with any sepm@ntary documentation and notification of the

approval given by the authorising officer;

» acopy of any renewal of an authorisation, togetitr the supporting documentation submitted when

the renewal was requested;

» the reason why the person renewing an authorisatiosidered it necessary to do so;

* any authorisation which was granted or renewedyofial an urgent case) and the reason why the case

was considered urgent;

* any risk assessment made in relation to the source,;

» the circumstances in which tasks were given tsthece;

» the value of the source to the investigating autyyor

» arecord of the results of any reviews of the atsiation;

* the reasons, if any, for not renewing an authadeat

» the reasons for cancelling an authorisation.

» the date and time when any instruction was givethbyauthorising officer to cease using a source.
2.16 The records kept by public authorities should laéntained in such a way as to preserve the
confidentiality of the source and the informationyded by that source. There should, at all tinbesa
designated person within the relevant public aity@rho will have responsibility for maintainingracord of
the use made of the source.

Retention and destruction of the product

2.17Where the product obtained from a source coulklaant to pending or future criminal or civil
proceedings, it should be retained in accordante egtablished disclosure requirements for a Seitiinther
period, commensurate to any subsequent review.




2.18In the cases of the law enforcement agenciesiriolitding the Royal Navy Regulating Branch, the &oy
Military Police and the Royal Air Force Police),ripeular attention is drawn to the requirementshef code of
practice issued under the Criminal Procedure andsliigations Act 1996. This requires that matemiaich is
obtained in the course of a criminal investiga@on which may be relevant to the investigation nbest
recorded and retained.

2.19There is nothing in the 2000 Act which preventdaral obtained from properly authorised use of a
source being used in other investigations. Eacligabthority must ensure that arrangements apgaoe for
the handling, storage and destruction of matebtdioed through the use of a source. Authorisiffigers must
ensure compliance with the appropriate data priotecequirements and any relevant codes of practice
produced by individual authorities in the handlarmgl storage of material.

The Intelligence services, MOD and HM Forces

2.20The heads of these agencies are responsibledarieg that arrangements exist to ensure that no
information is stored by the authorities, excephasessary for the proper discharge of their fonsti They are
also responsible for arrangements to control onwaclosure. For the intelligence services, thig ssatutory
duty under the 1989 Act and the 1994 Act.

3 SPECIAL RULES ON AUTHORISATIONS

Confidential Information

3.1The 2000 Act does not provide any special pratedior ‘confidential information’. Nevertheless,
particular care should be taken in cases whersubgct of the investigation or operation mightsaaably
expect a high degree of privacy, or where confidéntformation is involved. Confidential informata
consists of matters subject to legal privilege ficiemtial personal information or confidential joatistic
material.

3.21n cases where through the use or conduct of @eadtis likely that knowledge of confidential armation
will be acquired, the deployment of the sourceauigject to a higher level of authorisation. Annekss the
authorising officer for each public authority pettad to authorise such use or conduct of a source.
Communications Subject to Legal Privilege

3.3 Section 98 of the 1997 Act describes those matitertsare subject to legal privilege in England siviales.
In Scotland, the relevant description is contaimesgection 33 of the Criminal Law (Consolidatiocotland)
Act 1995. With regard to Northern Ireland, Artid@ of the Police and criminal Evidence (Northermldnd)
Order 1989 should be referred to.

3.4 Legal privilege does not apply to communicatioredmwith the intention of furthering a criminal pase
(whether the lawyer is acting unwittingly or culpgbLegally privileged communications will losestin
protection if there are grounds to believe, forregle, that the professional legal adviser is integdo hold or
use them for a criminal purpose. But privilegeas lost if a professional legal adviser is propetivising a
person who is suspected of having committed a nahoffence. The concept of legal privilege apptethe
provision of professional legal advice by any indial, agency or organisation qualified to do so.

3.5The 2000 Act does not provide any special pratedior legally privileged information. Neverthelessich
information is particularly sensitive and any s@auhich acquires such material may engage Artidétée
ECHR (right to a fair trial) as well as Article Begally privileged information obtained by a souise
extremely unlikely ever to be admissible as eviégenacriminal proceedings. Moreover, the mere that use
has been made of a source to obtain such informatay lead to any related criminal proceedingsdestayed
as an abuse of process. Accordingly, action whialy lead to such information being obtained is stk
additional safeguards under this code.

3.61n general, an application for the use or conafiet source which is likely to result in the acapios of
legally privileged information should only be madeexceptional and compelling circumstance. Fudiarel
should be had to the particular proportionalityess such a use or conduct of a source raises.ptieation
should include, in addition to the reasons whyg itonsidered necessary for the use or conducsofice to be
used, an assessment of how likely it is that infdrom subject to legal privilege will be acquirddhe
application should clearly state whether the puggos one of the purposes) of the use or conduttteofource
is to obtain legally privileged information.

3.7 This assessment will be taken into account byathborising officer in deciding whether the propbsse
or conduct of a source is necessary and propotedboaa purpose under section 29 of the 2000 Rut.
authorising officer may require regular reportirngas to be able to decide whether the authorisationld




continue. In those cases where legally privileggdrmation has been acquired and retained, theemsitbuld
be reported to the relevant Commissioner or Ingpeltiring his next inspection and the material $thbe
made available to him if requested.

3.8 A substantial proportion of the communicationsnzestn a lawyer and his client(s) may be subjectgall
privilege. Therefore, any case where a lawyeresstiibject of an investigation or operation shoadhbtified
to the relevant Commissioner or Inspector durirgyri@xt inspection and any material which has betined
should be made available to him if requested.

3.9 Where there is any doubt as to the handling asgediination of information which may be subjedetyal
privilege, advice should be sought from a legaliseiwithin the relevant public authority beforeydarther
dissemination of the material takes place. Sinathrice should also be sought where there is dowést o
whether information is not subject to legal priggedue to the "in furtherance of a criminal purfeseeption.
The retention of legally privileged information, its dissemination to an outside body, should lw®rpanied
by a clear warning that it is subject to legal peige. It should be safeguarded by taking reasenstielps to
ensure there is no possibility of it becoming aaalé, or its contents becoming known to any pergloose
possession of it might prejudice any criminal atilgproceedings related to the information. Anysgisiination
of legally privileged material to an outside bodipsld be notified to the relevant Commissionemspector
during his next inspection.

Communications involving Confidential Personal Infamation and Confidential Journalistic Material
3.10Similar consideration must also be given to ausiadions that involve confidential personal infotioa
and confidential journalistic material. In thoseseawhere confidential personal information andidential
journalistic material has been acquired and rethittee matter should be reported to the relevam@issioner
or Inspector during his next inspection and theemaltbe made available to him if requested. Canfichl
personal information is information held in confide relating to the physical or mental health aritsial
counselling concerning an individual (whether liyior dead) who can be identified from it. Such infation,
which can include both oral and written communimagiis held in confidence if it is held subjecatoexpress
or implied undertaking to hold it in confidenceibis subject to a restriction on disclosure omatigation of
confidentiality contained in existing legislatidixamples might include consultations between atheal
professional and a patient, or information fromasignt’'s medical records.

3.11 Spiritual counselling means conversations betveeemdividual and a Minister of Religion actinghis
official capacity, where the individual being coalied is seeking or the Minister is imparting fougmess,
absolution or the resolution of conscience withdb#hority of the Divine Being(s) of their faith.
3.12Confidential journalistic material includes mastiacquired or created for the purposes of jousnaknd
held subject to an undertaking to hold it in coafide, as well as communications resulting in infdrom
being acquired for the purposes of journalism agld bubject to such an undertaking.

Vulnerable individuals

3.13A ‘vulnerable individual’ is a person who is or yae in need of community care services by reason o
mental or other disability, age or illness and wor may be unable to take care of himself, oblm&o
protect himself against significant harm or ex@bdn. Any individual of this description shouldlpie
authorised to act as a source in the most exceptommtumstances. In these cases, the attacheslitaBihnex
A lists the authorising officer for each public laotity permitted to authorise the use of a vulnkratdividual
as a source.

Juvenile sources

3.14 Special safeguards also apply to the use or camdyvenile sources; that is sources under tleead.8
years.On no occasion should the use or conduct of a soerander 16 years of age be authorised to give
information against his parents or any person who &s parental responsibility for him. In other cases,
authorisations should not be granted unless thaag®ovisions contained within The Regulation of
Investigatory Powers (Juveniles) Order 2000; SI1 283 are satisfied. Authorisations for juvenilerses
should be granted by those listed in the attachlelé tat Annex A. The duration of such an authapnsas one
month instead of twelve months.

4 AUTHORISATION PROCEDURES FOR COVERT HUMAN INTELGENCE SOURCES

4.1 Under section 26(8) of the 2000 Act a persangsurce if:



he establishes or maintains a personal or othatioekhip with a person for the covert purposeaaflitating
the doing of anything falling within paragraph ¢)(c);

he covertly uses such a relationship to obtainrmédion or to provide access to any informatioanother
person; or

he covertly discloses information obtained by tee af such a relationship or as a consequence aXistence
of such a relationship.

4.2 A source may include those referred to as agerformants and officers working undercover.

4.3 By virtue of section 26(9)(b) of the 2000 Agb@pose is covert, in relation to the establishnoen
maintenance of a personal or other relationshignd only if, the relationship is conducted in anmex that is
calculated to ensure that one of the parties todlaionship is unaware of the purpose.

4.4 By virtue of section 26(9)(c) of the 2000 Aatetationship is used covertly, and informationadiéd as
mentioned in paragraph 4.1(c) above is disclosedrdy, if and only if it is used or, as the casaynbe,
disclosed in a manner that is calculated to eniateone of the parties to the relationship is uaravof the use
or disclosure in question.

4.5 The use of a source involves inducing, askmassisting a person to engage in the conducsotiece or
to obtain information by means of the conduct afrsa source.

4.6 The conduct of a source is any conduct faluitgin section 29(4) of the 2000 Act, or which mgidental
to anything falling within section 29(4) of the ZDAct.

Authorisation procedures

4.7 Under section 29(3) of the 2000 Act an autladios for the use or conduct of a source may betgdaby
the authorising officer where he believes thatat#horisation is necessary:

in the interests of national security 1,2;

for the purpose of preventing and detecting 3 cromef preventing disorder;

in the interests of the economic well-being of the
In the interests of public safety;
for the purpose of protecting public health4;

for the purpose of assessing or collecting anydagy, levy or other imposition, contribution oraziye payable
to a government department; or

for any other purpose prescribed in an order mgdbédo Secretary of Stateb.

4.8 The authorising officer must also believe thatauthorised use or conduct of a source is ptiopaite to
what is sought to be achieved by that use or canduc

4.9 The public authorities entitled to authorise tise or conduct of a source are those listedhedde 1 to
the 2000 Act. Responsibility for authorising the s conduct of a source rests with the authorisffiger and
all authorisations require the personal authoritthe authorising officer. An authorising officerthe person
designated under section 29 of the 2000 Act totgrarauthorisation for the use or conduct of a@®urhe
Regulation of Investigatory Powers (Prescriptioh®ffices, Ranks and Positions) Order 2003; Sl 871
designates the authorising officer for each diffiégublic authority and the officers entitled td anly in
urgent cases. In certain circumstances the Segrett&tate will be the authorising officer (seetsat 30(2) of
the 2000 Act).

4.10 The authorising officer must give authorisagian writing, except that in urgent cases, they fmagiven
orally by the authorising officer or the officertged to act in urgent cases. In such cases,tamstnt that the



authorising officer has expressly authorised thmashould be recorded in writing by the applicastsoon as
is reasonably practicable.

4.11 A case is not normally to be regarded as ungeess the time that would elapse before theaaisihg
officer was available to grant the authorisatiorulglpin the judgement of the person giving the atiffation,
be likely to endanger life or jeopardise the opgerabr investigation for which the authorisationsA@eing
given. An authorisation is not to be regarded genirwhere the need for an authorisation has begiected
or the urgency is of the authorising officer's omaking.

4.12 Authorising officers should not be responsibleauthorising their own activities, e.g. thosenhich they,
themselves, are to act as the source or in taskengource. However, it is recognised that thisisalways
possible, especially in the cases of small orgéiniss. Where an authorising officer authorisesaduws activity
the authorisation record (see paragraphs 2.13%) 8Hould highlight this and the attention of a @aissioner
or Inspector should be invited to it during his hiespection.

4.13 The authorising officers within the police, I$Gind NCS may only grant authorisations on apingby
a member of their own force, Service or Squad. Auging officers in HMCE may only grant authorigeits
on application by a customs officer.

Footnote:

10ne of the functions of the Security Service & photection of national security and in particules
protection against threats from terrorism. Thesetions extend throughout the United Kingdom, siag, in
Northern Ireland, where the lead responsibilityifmestigating the threat from terrorism relatedhe affairs
of Northern Ireland lies with the Police ServiceNarthern Ireland. An authorising officer in anatipeiblic
authority should not issue an authorisation undet P of the 2000 Act where the operation or irtigegion
falls within the responsibilities of the Securitgr8ice,as set out above, except where it is tcabeed out by a
Special Branch or where the Security Service hasegigthat another public authority can authorigeutbe or
conduct of a source which would normally fall wittihe responsibilities of the Security Service.

2HM Forces may also undertake operations in cororeatith a military threat to national security aoither
operations in connection with national securitgupport of the Security Service, the Police Sergice
Northern Ireland or other Civil Powers.

3Detecting crime is defined in section 81(5) of 20®0 Act.

4This could include investigations into infectialiseases, contaminated products or the illicit eale
pharmaceuticals.

5This could only be for a purpose which satisfles driteria set out in Article 8(2) of the ECHR.

Information to be provided in applications for authorisation
4.141n application for authorisation for the use ondoct of a source should be in writing and record:
* the reasons why the authorisation is necessahgeiparticular case and on the grounds (e.g. for the
purpose of preventing or detecting crime) listedeation 29(3) of the 2000 Act;
» the reasons why the authorisation is considerepgotionate to what it seeks to achieve;
» the purpose for which the source will be taskedegloyed (e.g. In relation to an organised serious
crime, espionage, a series of racially motivatéses etc);




* where a specific investigation or operation is ired, nature of that investigation or operation;
* the nature of what the source will be tasked to do;
» the level of authority required (or recommendederelthat is different).
» the details of any potential collateral intrusioddavhy the intrusion is justified;
» the details of any confidential information thatikely to be obtained as a consequence of the
authorisation; and
» asubsequent record of whether authority was giveefused, by whom and the time and date.
4.15Additionally, in urgent cases, the authorisatibowdd record (as the case may be):
» the reasons why the authorising officer or theceffientitled to act in urgent cases consideredake
so urgent that an oral instead of a written aufabion was given; and/or
» the reasons why it was not reasonably practicailéhe application to be considered by the autimagis
officer.
4.16 Where the authorisation is oral, the detail reféiio above should be recorded in writing by thaiegnt
as soon as reasonably practicable.
Duration of authorisations
4.17 A written authorisation will, unless renewed, cetisbave effect at the end of a period of twelventhe
beginning with the day on which it took effect.
4.18Urgent oral authorisations or authorisations gruterenewed by a person who is entitled to act oml
urgent cases will, unless renewed, cease to héeet efter seventy-two hours, beginning with tmeeiwhen
the authorisation was granted or renewed.
Reviews
4.19Regular reviews of authorisations should be unllertdao assess the need for the use of a source to
continue. The review should include the use madbetource during the period authorised, the tgskesn to
the source and the information obtained from thes® The results of a review should be recordethen
authorisation record (see paragraphs 2.13 - 2PEsjicular attention is drawn to the need to review
authorisations frequently where the use of a sopreeides access to confidential information orives
collateral intrusion.
4.20In each case the authorising officer within eachligauthority should determine how often a review
should take place. This should be as frequentlg asnsidered necessary and practicable.
Renewals
4.21Before an authorising officer renews an authansathe must be satisfied that a review has besreda
out of the use of a source as outlined in paragdap®.
4.22If at any time before an authorisation would ceadeave effect, the authorising officer consideérs i
necessary for the authorisation to continue forpingose for which it was given, he may renew wiiting
for a further period ofwelve months Renewals may also be granted orally in urgere<asd last for a period
of seventy-two hours
4.23A renewal takes effect at the time at which, or dayhich the authorisation would have ceased ve ha
effect but for the renewal. An application for rewa should not be made until shortly before thénatisation
period is drawing to an end. Any person who wouwdckehtitled to grant a new authorisation can renew a
authorisation. Authorisations may be renewed mioae bnce, if necessary, provided they continuedstrthe
criteria for authorisation. The renewal should bptkrecorded as part of the authorisation recaed (s
paragraphs 2.13 - 2.15).
4.24All applications for the renewal of an authorisatshould record:
» whether this is the first renewal or every occasiorwhich the authorisation has been renewed
previously;
* any significant changes to the information in peapd 4.14;
* the reasons why it is necessary to continue tahessource;
» the use made of the source in the period sincgrdng or, as the case may be, latest renewal of the
authorisation;
» the tasks given to the source during that peri@ttha information obtained from the conduct or oke
the source;
» the results of regular reviews of the use of thecs;
Cancellations




4.25The authorising officer who granted or renewedat#horisation must cancel it if he is satisfied tha
use or conduct of the source no longer satisfiestiteria for authorisation or that satisfactomaagements
for the source’s case no longer exist. Where thiecgising officer is no longer available, this dutil fall on
the person who has taken over the role of autmgyisfficer or the person who is acting as authogsifficer
(see the Regulation of Investigatory Powers (Cdatoeh of Authorisations) Order 2000; SI No: 279 here
necessary, the safety and welfare of the souragléloontinue to be taken into account after théagation
has been cancelled.

MANAGEMENT OF SOURCES
Tasking
4.26Tasking is the assignment given to the sourcénbyersons defined at sections 29(5)(a) and (theof
2000 Act, asking him to obtain information, to piseraccess to information or to otherwise act,dentally,
for the benefit of the relevant public authorityutAorisation for the use or conduct of a souraedgiired prior
to any tasking where such tasking requires thecgaiar establish or maintain a personal or othatiogiship
for a covert purpose.
4.27The person referred to in section 29(5)(a) ofab@0 Act will have day to day responsibility for:
» dealing with the source on behalf of the authartgcerned,;
» directing the day to day activities of the source;
» recording the information supplied by the source a
* monitoring the source’s security and welfare;
4.28The person referred to in section 29(5)(b) of2880 Act will be responsible for the general ovgnsiof
the use of the source.
4.291n some instances, the tasking given to a perstbmet require the source to establish a personaither
relationship for a covert purpose. For examplewa@®may be tasked with finding out purely factual
information about the layout of commercial premigd$ernatively, a trading standards officer may be
involved in the test purchase of items which haserblabelled misleadingly or are unfit for consuigmtIn
such cases, it is for the relevant public authdadtgetermine where, and in what circumstances) aativity
may require authorisation.
4.301t is not the intention that authorisations bendrao narrowly that a separate authorisation igired
each time the source is tasked. Rather, an austtiorismight cover, in broad terms, the nature efgburce’s
task. If this changes, then a new authorisation negg to be sought.
4.311t is difficult to predict exactly what might occeach time a meeting with a source takes placteor
source meets the subject of an investigation. Therg be occasions when unforeseen action or urkiley&a
occur. When this happens, the occurrence mustdoeded as soon as practicable after the evenifahe,
existing authorisation is insufficient it shouldher be updated and reauthorised (for minor amentsraaly)
or it should cancelled and a new authorisation hbe obtained before any further such action ise out.
4.32Similarly where it is intended to task a sourcea inew way or significantly greater way than pregiy
identified, the persons defined at section 29(5)(ap) of the 2000 Act must refer the proposeditagto the
authorising officer, who should consider whetheeparate authorisation is required. This shoulddme in
advance of any tasking and the details of suchredéemust be recorded.
Management responsibility
» 4.33Public authorities should ensure that arrangeneetin place for the proper oversight and
management of sources, including appointing indialdfficers as defined in section 29(5)(a) and (b)
of the 2000 Act for each source.
* 4.34The person responsible for the day-to-day cotttenteen the public authority and the source will
usually be of a rank or position below that of shehorising officer.
* In cases where the authorisation is for the usmpnduct of a source whose activities benefit moaa t
a single public authority, responsibilities for timanagement and oversight of that source may lemtak
up by one authority or can be split between thaaities.
Security and welfare
4.36 Any public authority deploying a source shouldet&kto account the safety and welfare of that
source, when carrying out actions in relation t@athorisation or tasking, and to foreseeable
consequences to others of that tasking. Beforeoaathg the use or conduct of a source, the authnayi




officer should ensure that a risk assessment rgeedaout to determine the risk to the source of any
tasking and the likely consequences should theafallee source become known. The ongoing security
and welfare of the source, after the cancellatioih® authorisation, should also be considereteat t
outset.
4.37The person defined at section 29(5)(a) of the 280€i(s responsible for bringing to the attention
of the person defined at section 29(5)(b) of the®Act any concerns about the personal circumstance
of the source, insofar as they might affect:

» the validity of the risk assessment

» the conduct of the source, and

» the safety and welfare of the source.
4.38Where deemed appropriate, concerns about suckmnaittst be considered by the authorising
officer, and a decision taken on whether or nalkow the authorisation to continue.

ADDITIONAL RULES
Recording of telephone conversations
4.39Subject to paragraph 4.40 below, the interceptictcommunications sent by post or by means of
public telecommunications systems or private tet@ooinications systems attached to the public
network may be authorised only by the Secretai§tate, in accordance with the terms of Part | ef th
2000 Act. Nothing in this code should be takenrasiting dispensation from the requirements of that
Part of the 2000 Act.
4.40Part | of the 2000 Act provides certain exceptitmthe rule that interception of telephone
conversations must be warranted under that Paid.ifitludes, where one party to the communication
consents to the interception, it may be authornisetcordance with section 48(4) of the 2000 Act
provided that there is no interception warrant atiiing the interception. In such cases, the igfetion
is treated as directed surveillance (see chappétie Covert Surveillance code of practice).
Use of covert human intelligence source with techoal equipment

* 4.41A source, whether or not wearing or carrying assiliance device and invited into residential
premises or a private vehicle, does not requirdéiaddl| authorisation to record any activity taking
place inside those premises or vehicle which ta&eepin his presence. This also applies to the
recording of telephone conversations other thamtgyception which takes place in the source’s
presence. Authorisation for the use or conduchaf $source may be obtained in the usual way.

* 4.42However, if a surveillance device is to be use¢kenthan in the presence of the source, an
intrusive surveillance authorisation and if apdbleaan authorisation for interference with property
should be obtained.

5 OVERSIGHT BY COMMISSIONERS

5.1 The 2000 Act requires the Chief Surveillance Cossminer to keep under review (with the assistafhce o
the Surveillance Commissioners and Assistant Silamee Commissioners) the performance of functions
under Part Il of the 1997 Act and Part Il of tH#0R Act by the police (including the Royal Navy R&ding
Branch, the Royal Military Police and the Royal Aorce Police and the Ministry of Defence Policd dre
British Transport Police), NCIS, NCS, HMCE and lné 2000 Act the other public authorities listed in
Schedule 1 and in Northern Ireland officials of Mimistry of Defence and HM Forces

5.2 The Intelligence Services Commissioner’s remibiprovide independent oversight of the use of the
powers contained within Part 1l of the 2000 Actthg Security Service, Secret Intelligence Sen&is§), the
Governments Communication Headquarters (GCHQ) lamdifinistry of Defence and HM Forces (excluding
the Royal Navy Regulating Branch, the Royal Milt&olice and the Royal Air Force Police, and intRern
Ireland officials of the Ministry of Defence HM Fa&s).

5.3 This code does not cover the exercise of any@fabmmissioners’ functions. It is the duty of amygon
who uses these powers to comply with any requederbg a Commissioner to disclose or provide any
information he requires for the purpose of enabhimg to carry out his functions.

5.4 References in this code to the performance oereviinctions by the Chief Surveillance Commissicaea
other Commissioners apply also to Inspectors aherahembers of staff to whom such functions hawnbe
delegated.




6 COMPLAINTS

6.1 The 2000 Act establishes an independent Tribdras Tribunal will be made up of senior membershef
judiciary and the legal profession and is indepahdéthe Government. The Tribunal has full powers
investigate and decide any case within its jurisoic

6.2 This code does not cover the exercise of the Tiabs functions. Details of the relevant complaints
procedure can be obtained from the following adklres

Investigatory Powers Tribunal
PO Box 33220
London

SW1H 9ZQ

020 7273 4514

Covert Human Intelligence Sources Code of Practice

http://www.homeoffice.gov.uk/crimpol/crimreduc/réation/codeofpractice/humanintell/index.html
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Accessing Communications Data Draft Code Of Practic

DRAFT CODE OF PRACTICE — acquisition and disclosafeommunications data

Pursuant to Section 71 of the Regulation of Ingedtiry Powers Act 2000

This is a draft code published under section 7a§3){ the Regulation of Investigatory Powers Acd@@nd laid
before both Houses of Parliament.
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Footnotes appear at the end of the chapter.

Introduction

1.1 This code of practice relates to the powersdcatiges conferred or imposed under Chapter Il of Paf the
Regulation of Investigatory Powers Act 2000 ("thet"A It provides guidance on the procedures thastrbe
followed before access to communications data @k place under those provisions.

1.2 The code should be readily available to any be¥mof a public authority who are involved in agdéms to
access communications data.

1.3 The Act provides that the code is admissiblevidence in criminal and civil proceedings. If gampvision of
the code appears relevant to a question before@ny or tribunal hearing any such proceeding$o dihe
Tribunal established under the Act, or to one ef@mmmissioners responsible for overseeing the mowe
conferred by the Act, it must be taken into account

1.4 This code applies to relevant public authasids described in Chapter Il of Part | of the Aet(para 3.1
below).



1.5 This code&loes notcover conduct consisting in the interception ahawunications (contents of a

communication).
1.6 This code extends to England, Wales, Scotladd\orthern Ireland.

General

2.1 The code covers any conduct in relation tosagd@ervice or telecommunication system for olgin
communications data and the disclosure to any pevésuch data. For these purposes, communicatiatas
includes information relating to the use of a pbstavice or telecommunication system taes not includethe
contents of the communication itself, contents-afals or interactions with websites. In this cddata", in
relation to a postal item, means anything writtarttee outside of the item.

2.2 A person who engages in such conduct mustdygepy authorised and must act in accordance Wih t
authority.

2.3 A test ofecessity (see paras 4.1-4.3 below) must be met before amyrunications data is obtained. The
assessment of necessity is one made by a desigrmasah. (This is a person designated for the mapof
Chapter Il of Part | of the Act (see para 3.2 bglodwdesignated person has a number of obligatidgtisn the
provisions of the Act which must be met before camivations data is obtained. These are also laithdhis
code). A designated person must not only constderdessary to obtain the communications data list aiso
consider the conduct involved in obtaining the camioations data to bgroportionate (see para 4.4 below) to
what it is sought to achieve.

Designated persons within relevant public authorites permitted to access communications data undergh
Act

3.1 Designated persons within the followirrglévant public authoritie¢$ are permitted under the Act to grant
authorisations or serve notiéethe two routes by which the Act allows commurimad data to be accessed (see
further para 5.1 below):

e apolice force (as defined in section 81(1) of Aled);

< the National Criminal Intelligence Service;

< the National Crime Squad;

* HM Customs and Excise;

« the Inland Revenue;

« the Security Service;

« the Secret Intelligence Service;

« the Government Communications Headquarters.
3.2 The appropriate level of official i.e. a desitgd person within each public authority for gnagti
authorisations or giving notices will be as follows

e to obtain any communications data defined by se@it(4) of the Act a minimum of Superintendent or

equivalent;
e to obtain communications data defined by sectia@ &) only of the Act (such as account and
subscriber information), a minimum of Inspectoequivalent.)

! The Act permits the Secretary of State to adchérrpublic authorities to this list by means ofGimler subject
to the affirmative resolution procedure in Parliaine
2 The Secretary of State may by Order place restniston:

« the authorisations or notices that may be grantegiven by designated persons; and

« the circumstances in which, or purposes for whéchihorisations or notices may be granted or given.
Relevant public authorities authorised to accessnsonications data from the list in Chapter Il oftFaof the
Act may be removed, if deemed appropriate, by Oofléhe Secretary of State.

Purposes for which communications data may be sough

4.1 Under section 22(2) of the Act, communicatidata may be sought if a designated person belieises
necessary for one or more of the following purptises
« in the interests of national security;
« for the purpose of preventing or detecting crimefopreventing disorder;
« inthe interests of the economic well-being of theted Kingdom (see para 4.2 below);
e inthe interests of public safety;
- for the purpose of protecting public health;
- for the purpose of assessing or collecting anydagy, levy or other imposition, contribution oraslye
payable to a government department;
- for the purpose, in an emergency, of preventinghdeainjury or any damage to a person’s physical o
mental health, or of mitigating any injury or dareag a person’s physical or mental health.
4.2 In exercising his power to grant an authorgatr give a notice in the interests of the ecowon@ll-being of
the United Kingdom (as provided for by section 2P of the Act, a designated person will considéether



the economic well-being of the United Kingdom whitls in the interests of is, on the facts of eaake, related

to State security. The term "State security", whichsed in Directive 97/66/EC (concerning the pssing of
personal data and the protection of privacy intéecommunications sector), should be interpratatié same
way as the term "national security” which is usklsgwhere in the Act and this code. A designatedgrewill not
grant an authorisation or give a notice on se@i2)(c) grounds if this link is not establishedyfapplication
for an authorisation or a notice on section 22{2)(ounds should therefore explain how, in the @ppk’s view,
the economic well-being of the United Kingdom whitls in the interests of is related to State siégwon the
facts of the case.

4.3 For an action to be necessary in a democmatiety the access to communications data must pwasu
legitimate aim as listed in para 4.1; fulfil a @mieg social need and be proportionate to that aim.

4.4 Under section 22(5) of the Act, a designatadgremust also consider the conduct involved imioirig the
communications data to be proportionate. Propaatinis a crucial concept. In both the Act andstbode
reference is made to the conduct being proport@éridiis means that even if a particular case winitghferes
with a Convention rightis aimed at pursuing a legitimate aim (as listeddra 4.1 above) this will not justify the
interference if the means used to achieve the egnexcessive in the circumstances. Any interferevitea
Convention right should be carefully designed tentke objective in question and must not be atyitor
unfair. Even taking all these considerations irdocaint, in a particular case an interference m#ynst be
justified because the impact on the individual @ugp is too severe.

® The Act permits the Secretary of State to adchérrpurposes to this list by means of an Orderesiilip the
affirmative resolution procedure in Parliament.

4 European Convention on Human Rights (ECHR).

Authorisations and notices

5.1 The Act provides two different ways of authimgsaccess to communications data; through an &atimn
under section 22(3) and by a notice under secti§d)2An authorisation would allow the relevant ficib
authority to collect or retrieve the data itselfnétice is given to a postal or telecommunicatiopsrator and
requires that operator to collect or retrieve tatadand provide it to the public authority whicinves the notice.
A designated person decides whether or not an asdiion should be granted or a notice given.

5.2 In order to illustrate, a section 22(3) autkation may be appropriate where:

e the postal or telecommunications operator is npab& of collecting or retrieving the communicaton
data;

e itis believed the investigation may be prejudidetie postal or telecommunications operator issdsio
collect the data itself;

« there is a prior agreement in place between tlevaet public authority and the postal or
telecommunications operator as to the approprigehanisms for the disclosure of communications
data.

5.3 Applications for communications data may only belenay persons in the same public authority as a
designated person.

(a) Single points of contact within relevant puldigthorities

5.4 Notices and where appropriate authorisationsdonmunications data should be channelled thraingle
points of contact within each public authority @8 the exemption in paras 5.13-5.14 applies). wWilliprovide
for an efficient regime, since the single pointgoftact will deal with the postal or telecommutimas operator
on a regular basis. It will also help the publi¢rauity to regulate itself. This will assist in igzing the burden on
the postal or telecommunications operator by sagnests. Single points of contact will be abledvise a
designated person on whether an authorisatiomotiee is appropriate.

5.5 Single points of contact should be in a positm

* where appropriate, assess whether access to cowations data is reasonably practical for the pastal
telecommunications operator;

» advise applicants and designated persons on te#galities of accessing different types of
communications data from different postal or tefaomnications operators;

e advise applicants and designated persons on whath@nunications data falls under section 21(4)(a),
(b) or (c) of the Act;

- provide safeguards for authentication;

e assess any cost and resource implications to hethublic authority and the postal or
telecommunications operator.

(b) Applications to obtain communications data urithe Act

5.6 The application form is subject to inspectigrtiie Commissioner and both applicant and designageson
may be required to justify their decisions. Applicas to obtain communications data under the Aoud be
made on a standard form (paper or electronic) whiakt be retained by the public authority (seeisect of this
code) and which should contain the following miniminformation:

« the name (or designation) of the officer requestirgcommunications data;

< the operation and person (if known) to which thguested data relates;

e adescription, in as much detail as possible, ®@cthmmunications data requested (there will alsa be



need to identify whether it is communications datder section 21(4)(a), (b) or (c) of the Act);

« the reason why obtaining the requested data isdenesl to be necessary for one or more of the
purposes in paragraph 4.1 above (the relevant paralso needs to be identified);

* an explanation of why obtaining the data constifw@nduct proportionate to what it seeks to achieve

« where appropriate, a consideration of collaterlsion, the extent to which the privacy of
others may be affected and why that intrusionssifjed; and

» the timescale within which the communications datequired. Where the timescale within which the
material is required is any greater than routihe,reasoning for this to be included.

5.7 The application form should subsequently reedndther access to communications data was appved
denied, by whom and the date. Alternatively, thgliaation form can be marked with a cross-referancie
relevant authorisation or notice.

(c) Considerations for designated person

5.8 A designated person must take account of tlmxfimg points, so that he is in a position to jfystiecisions
made:

* whether the case justifies the accessing of comeations data for one or more of the purposes listed
paragraph 4.1 above, and why obtaining the datadessaryor that purpose;

* whether obtaining access to the data by the coraithbrised by the authorisation, or required ef th
postal or telecommunications operator in the cisenmtice, is proportionate to what is soughteo b
achieved. (A designated person needs to have id thenconduct which he is authorising or requiiing
each case. In making a judgement as to proporttgnaldesignated person needs to have in mind
whether he is granting an authorisation or issaimgtice, and also what the scope of the conduEbis
example, where the conduct covers the provisiaangbing communications data);

- where appropriate, where accessing the communitsatiata is likely to result in collateral
intrusion, whether the circumstances of the caligustify that access; and
< whether any urgent timescale is justified.
(d) Content of an authorisation
5.9 An authorisation itself can only authorise aaectdo which Chapter Il of Part | of the Act apglié\
designated person will make a decision whetheraatgan authorisation based upon the applicatidohwis
made. The application form and the authorisatiselfiis not served upon the holder of communicatidata. The
authorisation should be in a standard format (amithr electronic) which must be retained by thdipwuthority
(see section 7 of this code) and must containaheviing information:
e adescription of the conduct to which Chapter IPaft | of the Act applies that is authorised;
e adescription of the required communications data;
« for which of the purposes in paragraph 4.1 abogedtita is required; and
< the name (or designation) and office, rank or pmsiof the designated person.
5.10 The authorisation should also contain:

e aunique reference number.
(e) Content of a notice
5.11 A designated person will make a decision wéretihissue a notice based upon the applicatiooiwisi
made. The application form is not served upon tiddr of communications data. The notice that tleegive
contains only enough information to allow themudif their duties under the Act. The notice servgrbn the
holder of the communications data should be iraadsrd format (written or electronic) which mustrbined
by the public authority (see section 7 of this gaated must contain the following information:

e adescription of the required communications data;

- for which of the purposes in paragraph 4.1 aboeedtta is required;

« the name (or designation) and office, rank or pmsivf the designated person; and

« the manner in which the data should be disclosed.

5.12 The notice should also contain:

e aunique reference number;

« where appropriate, an indication of any urgency;

* astatement stating that data is sought underrthaspons of Chapter Il of Part | of the Act. ian
explanation that compliance with this notice iggdl requirement; and

e contact details so that the veracity of the notizgy be checked.

[A specimen copy of a notice can be found at amaéxthis code].

(f) Oral authority (urgent cases)

5.13 An application for communications data mayydrd made and approved orally, on an urgent bakiste it
is necessary to obtain communications data foptitpose set out in section 22(2)(g) of the®Act

"for the purpose, in an emergency, of preventirgtlier injury or any damage to a person’s physical
mental health, or of mitigating any injury or dareag a person’s physical or mental health".

5.14 The fact of an oral application and approvasinbe recorded by the applicant and designatesbpeit the
time or as soon as possible. In this case, an as#tion under section 22(3) of the Act must be pleted (in a
written or electronic format) very shortly thereaftin the case of a notice under section 22(4hefAct, a



designated person may make an oral request total potelecommunications operator to disclose

communications data which must be followed by at{em or electronic) notice to the postal or
telecommunications operator very shortly thereafiesection 22(4) notice may be issued directlyh®postal or
telecommunications operator, therefore relaxingied to do so via a single point of contact.
(g) Disclosure of data
5.15 Notices under section 22(4) of the Act willyorequire the disclosure of data to:

» the person giving the notice i.e. the designatedqme or

» to another specified person who must be from thees@levant public authority. In practice, this is

likely to be the single points of contact.

® Where possible, this assessment will be based upfmrmation provided by the relevant postal or
telecommunications operator.
®To give effect to Article 2 (right to life) of thEuropean Convention on Human Rights (ECHR).

Validity of authorisations and notices

(a) Duration

6.1 Authorisations and notices will only be valad bne month. This period will begin when the auiation is
granted or the notice given. A designated personldhspecify a shorter period if that is satisfigdthe request,
since this may go to the proportionality requiretseRor ‘future’ communications data disclosure roaly be
required of data obtained by the postal or telecamioations operatowithin this period i.e. up to one month.
For ‘historical’ communications data disclosure naaiy be required of data in the possession optiwal or
telecommunications operator. A postal or telecomnations operator should comply with a section 22(@tice
as soon as is reasonably practicable. Furtherrtioeg will not be required to supply data unless ieasonably
practicable to do so.

(b) Renewal

6.2 An authorisation or notice may be renewed gttime during the month it is valid, by followinbe same
procedure as in obtaining a fresh authorisationotice.

6.3 A renewed authorisation or notice takes eff¢the point at which the authorisation or notids renewing
expires.

(c) Cancellation

6.4 A designated person shall cancel a notice gimeler section 22(4) of the Act as soon as it ifonger
necessaryor the conduct is no longproportionateto what is sought to be achieved. The duty to eeaaotice
falls on the designated person who issued it.

6.5 The appropriate level of official within eachlic authority who may cancel a notice in the earthe
designated person no longer being able to perfbisduty is to be prescribed by Regulations madkeusection
23(9) of the Act.

6.6 As a matter of good practice, authorisatiomsikhalso be cancelled in accordance with the ghaeeabove.
6.7 In the case of a section 22(4) notice, theveglepostal or telecommunications operator wilirfermed of
the cancellation.

Retention of records by public authorities

7.1 Applications, authorisations and notices fanownications data must be retained by the relgwalnlic
authority until it has been audited by the Comnaissi. The public authority should also keep a réadithe
dates on which the authorisation or notice is ethaind cancelled.

(a) Errors

7.2 Where any errors have occurred in the gramfregithorisations or the giving of notices, a receinould be
kept, and a report and explanation sent to the Gesiomer as soon as is practical.

7.3 Applications must also be retained to allowtf@ complaints Tribunal, under Part IV of the Aotcarry out
its functions.

7.4 This code does not affect any other statutbligations placed on public authorities to retaitadunder any
other enactment. (Where applicable, in England\&iates, the relevant tests given in the CriminalkcBdures
and Investigations Act 1996hamely whether any material gathered might undterhe case for the prosecution
against the accused, or might assist the defehoeldbe applied).

(b) Data protection safeguards

7.5 Communications data, and all copies, extraussammaries of it, must be handled and storedskcin
addition, the requirements of the Data Protectioh 3098 and its data protection principles should be agfiher
to.

" Further guidance is available in the CPIA coderaftice.

8 Further guidance is available framtp://www.homeoffice.gov.uk/foi/datprot.html

Oversight

8.1 The Act provides for an Interception of Comnuations Commissioner whose remit is to provide
independent oversight of the use of the powersatoad within Part I.



8.2 This code does not cover the exercise of thar@issioner’s functions. However, it will be the datf any

person who uses the powers conferred by Chaptémart | to comply with any request made by the
Commissioner to provide any information he requioeshe purposes of enabling him to dischargdinmistions.

Complaints

9.1 The Act establishes an independent Tribunaiiwis made up of senior members of the legal mf® or
judiciary and is independent of the Government. Thibunal has full powers to investigate and decidg case
within its jurisdiction.

9.2 This code does not cover the exercise of timumal’s functions. However, details of the releveomplaints
procedure should be readily available, for refeegmarposes, at public offices of those public arities
permitted to access communications data underrthagons of Chapter Il of Part | of the Act. Whetes is not
possible, copies should be made available by postroail.

Annex A to draft code of practice

Unique reference numbeto[be completed by the public authofity
[an indication of any urgenty

NOTICE UNDER SECTION 22(4) OF THE REGULATION OF INV ESTIGATORY POWERS ACT 2000
REQUIRING COMMUNICATIONS DATA TO BE OBTAINED AND DI SCLOSED

To: [NAME OF POSTAL OR TELECOMMUNICATIONS OPERATOR and address].

In accordance with section 22(4) of the Regulatibmvestigatory Powers Act 2000, | hereby reqyie -

"(a) if not already in possession of the data tactvithis notice relates, to obtain it; afd{use in those cases
where you are actually asking for data to be captufor the duration of the notice - this shouldoleitted where
you are only requiring the disclosure of historicklta}.

(b) to disclose all communications data to whiak tiotice relates, whether in your possession bseguently
obtained by you.

Description of communications data to which this ntice relates:

[enter details of the communications data requirdidt{nguish here between data (a) to be obtaineaif
already in the possession of the operator (omitiimgt relevant) and (b) to be disclosed - eachudti be
described separatéefy

"(a) [communications data to be obtaifed

(b) [communications data to be discloked

This notice is valid fromdtart date — issue date of this nolite [end datg — This must be no more than one
month from the date of this notice, or earlierahcelled under section 23(8)). This notice maydmewed at any
time before the end of the period of one monthisigmith [issue datgby the giving of a further notice.

| believe that it is necessary for this communimadi data to be obtained:

[List the purpose(s) that the communications data is required for (from Section 22(2)) - follow the statutory
language exactly)].

In reaching this conclusion | have satisfied my#wdft obtaining this data by the conduct requingthis notice is
proportionate to what is sought to be achieveddgtstaining the data.

You are required to produce the said communicatilaa to §pecify the person (a name or designation must be
specified), office, rank or position to whom théadia to be disclosdaf [public authority for him to take away
as specified below:

[Specify the manner in which the data isto be disclosed].

Date .........ccooeenen,

Designated Person (a minimum of Superintendentjoivalent. For communications data falling undesties
21(4)(c) of the Act, a minimum of Inspector or equéent): Enter office, rank or position] ....................

This notice may be verified by contacting the faling:

[enter contact details i.e. of the Single Point ohtac

"Omit as appropriate



APPENDIX 6 - CCTV policy in relation to RIPA



Appendix H Regulation of Investigatory Powers Act

Guiding Principles

Advice and Guidance for Control Room Staff and Potie Inspectors in respect of CCTV and the Requlationof Investigatory
Powers Act 2000.

The Regulation of Investigatory Powers Act 2000 eanto force on %' October last. It relates to surveillance by thédeaand other
agencies and deals in part with the use of directegrt surveillance. Section 26 of this act sefisvehat is Directed Surveillance. It
defines this type of surveillance as:-
Subject to subsection (6), surveillance is diredgdhe purposes of this Part if it @®vert butnot intrusive and is undertaken-

(a) for the purposes of a specific investigatiora@pecific operation;

(b) in such a manner as is likely to result in ti#aining of private information about a person é#ther or not one specifically
identified for the purposes of the investigatioroperation); and

(c) otherwise than by way of an immediate respdose/ents or circumstances the nature of whichuéhghat it would not be
reasonably practicable for an authorisation undeistPart to be sought for the carrying out of theweillance

CCTV being used intrusively will be authorised aotligan by this section of the RIP Act. Approprigt@delines already exist for
intrusive surveillance.

The impact for staff in the Police control roomsl&CTV monitoring centres, is that there might hase to monitor for some time,
a person or premises using the cameras. In mossctiss will fall into sub sectioo above, i.e. it will be an immediate response to
events or circumstances. In this case, it wouldreqtiire authorisation unless it were to contimresbme time. The code says some
hours rather than minutes.

In cases where a pre-planned incident or operatishes to make use of CCTV for such monitoring,aathority will almost
certainly be required.
Slow time requests are authorised by a Superintérateabove.

If an authority is required immediately, an Inspeainay do so. The forms in both cases must inditta#ereason and should fall
within one of the following categories:-

An authorisation is necessary on grounds fallinthimi this subsection if it is necessary-
(a) in the interests of national security;
(b) for the purpose of preventing or detecting &iar of preventing disorder;
(c) in the interests of the economic well-beinghefUnited Kingdom;
(d) in the interests of public safety;
(e) for the purpose of protecting public health;

(f) for the purpose of assessing or collecting aay, duty, levy or other imposition, contribution charge payable to a
government department; or

(9) for any purpose (not falling within paragraptes) to (f)) which is specified for the purposegho$ subsection by an order
made by the Secretary of State.

In cases where there is doubt as to whether aro@sdtion is required or not, it may be prudenphtain the necessary authority
verbally and then in writing by way of the formsnyAauthority given should be recorded appropriatehtater reference.

This should include the name of the officer autsiog.

Examples:

Insp. Authorisation

An example of a request requiring Inspector autiaion might be where a car is found in a car patd at night and known to
belong to drug dealers. The officers might task ¥Qd watch the vehicle over a period of time toematho goes to and from the

vehicle.

Where crime squad officers wish to have a shop [gesmonitored from the outside, which is suspeofedkaling in stolen goods
over a period of days.



No Authorisation

Where officers come across a local drug dealengith the town centre/street and wish to havectmaeras monitor them, so as not
to divulge the observation taking place.



APPENDIX 7 - S.I. 2010/123



This Order has been made in substitution of S.I. 2009/3404 and is being issued free of charge
to all known recipients of that instrument.

STATUTORYINSTRUMENTS

2010 No. 123
INVESTIGATORY POWERS

The Regulation of Investigatory Powers (Covert Human
Intelligence Sources: Matters Subject to Legal Privilege)

Order 2010
Made - - - - 22nd January 2010
Laid before Parliament 26th January 2010
Coming into force - - 18th February 2010

The Secretary of State, in exercise of the powers conferred by sections 29(2)(c) and (7)(b) and
43(8) of the Regulation of Investigatory Powers Act 2000(a), makes the following Order:

PART 1

GENERAL
Citation and commencement

1. This Order may be cited as the Regulation of Investigatory Powers (Covert Human
Intelligence Sources: Matters Subject to Legal Privilege) Order 2010 and shall come into force
on 18t February 2010.

Interpretation

2.—(1) In this Order—

“the 2000 Act” means the Regulation of Investigatory Powers Act 2000;

“matters subject to legal privilege” means (subject to paragraph (2)) matters to which section
98(2), (3) or (4) of the Police Act 1997(b) applies;

“private information” has the meaning given in section 26(10) of the 2000 Act; and

“source” means covert human intelligence source.

(2) For the purposes of this Order—
(&) communications and items are not matters subject to legal privilege when they are
in the possession of a person who is not entitled to possession of them, and
(b) communications and items held, or oral communications made, with the intention of
furthering a criminal purpose are not matters subject to legal privilege.

(a) 2000 c. 23.
(b) 1997 ¢.50; section 91(1) has been amended by $20/1747.



PART 2
CONDUCT TO WHICH THIS ORDER APPLIES

Matters subject to legal privilege
3.—(1) This Order applies where any conduct that is, or is to be, authorised in an authorisation
under section 29 of the 2000 Act consists in any activities involving conduct of a source, or the
use of a source, to—

(a) obtain matters subject to legal privilege,

(b) provide access to any matters subject to legal privilege to another person, or

(c) disclose matters subject to legal privilege.

(2) Subject to paragraph (3), an authorisation for conduct to which this Order applies shall
not be granted or renewed unless it satisfies the requirements imposed by Part 3.

(3) Where a single authorisation under section 29 of the 2000 Act authorises conduct to
which this Order applies and other conduct falling within Part Il of that Act, the requirements
imposed by Part 3 of this Order shall only apply in relation to those parts of the combined
authorisation which authorise conduct falling within paragraph (1).

PART 3
APPROVAL BY ORDINARY SURVEILLANCE COMMISSIONER OR
SECRETARY OF STATE

Approving officer
4.—(1) Where the person designated for the purposes of section 29 of the 2000 Act is—
(&) a member of any of the intelligence services,
(b) an official of the Ministry of Defence,
(c) an individual holding an office, rank or position in Her Majesty’s Prison Service or
the Northern Ireland Prison Service, or
(d) a member of Her Majesty’s forces, the approving officer for the purposes of this
Part shall be the Secretary of State.
(2) In any other case, the approving officer shall be an ordinary Surveillance Commissioner.

Notification

5.—(1) Before a person grants or renews an authorisation for conduct to which this Order
applies, that person shall, in accordance with arrangements made by the relevant approving
officer, give notice to the approving officer.

(2) A notice under this article—

(a) shall be given in writing to the relevant approving officer,

(b) shall state that the approval of an approving officer is required by article 6 before
the authorisation is granted or renewed, and

(c) shall include the matters specified in paragraph (3) or, as the case may be,
paragraph (4).

(3) Where a person gives notice under paragraph (1) seeking approval to grant an
authorisation, the notice to the approving officer shall, in addition to the statement required by
article 5(2)(b), specify—

(a) the grounds on which the person giving the notice believes the matters specified in
article 6(4) and section 29(2)(b) and (c) of the 2000 Act;

(b) the conduct falling within article 3(1) that is, or is to be, authorised by the
authorisation;

(c) the identity, where known, of—



() the professional legal adviser and his client or any person representing his
client, or

(i) the professional legal adviser or his client or any such representative and any
other person, to whom the activities of the source relate;

(d) the matters subject to legal privilege (to the extent known) to which the conduct that
is to be authorised by the authorisation relate; and

(e) whether the conduct to be authorised by the authorisation is likely to result in the
obtaining of private information about any person who is not specifically identified in
the notice for the purposes of the investigation or operation.

(4) Where a person gives notice under paragraph (1) seeking approval to renew an
authorisation, the notice to the approving officer shall, in addition to the statement required by
article 5(2)(b), specify—

(a) whether the authorisation is being renewed for the first time, or, where it has been
previously renewed, each occasion on which it has been renewed;

(b) the matters required by paragraph (3), as they apply at the time of the notice
seeking approval to renew;

(c) every respect (if any) in which the information contained in the previous notice
under this article has changed;

(d) the reason why it is considered necessary to renew the authorisation;

(e) the content and value to the investigation or operation of the matters subject to
legal privilege obtained from the conduct or the use of the source in the period
since the grant of the authorisation;

() the results of any reviews of the matters mentioned in section 43(7) of the 2000
Act; and

(g) the period for which the authorisation is considered likely to continue to be
necessary.

(5) Any notice that is required by this article to be given in writing may be given, instead, by
being transmitted by electronic means.

Approval required for grant or renewal of authorisa tions
6.—(1) An authorisation for conduct to which this Order applies shall not be granted or renewed
until—
(a) it has been approved in accordance with this article by the relevant approving
officer, and
(b) written notice of the approving officer’s decision to approve the grant or renewal of
the authorisation has been given, in accordance with paragraph (3)(b), to the
person who gave notice under article 5.
(2) Where an approving officer receives a notice under article 5, the approving officer shall
as soon as is reasonably practicable—
(a) scrutinise the authorisation, and
(b) decide whether or not to approve the grant or renewal of the authorisation.
(3) The approving officer shall—
(a) give his approval to the grant or renewal of the authorisation if, and only if, the
approving officer is satisfied that there are reasonable grounds for believing that—
(i) the authorisation is necessary on grounds falling within paragraph (4), and
(i) the requirements of section 29(2)(b) and (c) of the 2000 Act are satisfied in the
case of the authorisation; and
(b) give written notice of his decision to the person who gave notice under article 5 as
soon as reasonably practicable after making that decision.
(4) An authorisation is necessary on grounds falling within this paragraph if it is
necessary—



(a) in the interests of national security;
(b) for the purpose of preventing or detecting serious crime; or
(c) inthe interests of the economic well-being of the United Kingdom;
(5) Any notice that is required by this article to be given in writing may be given, instead, by
being transmitted by electronic means.

Notices given by the Secretary of State
7.—(1) Subject to paragraph (2), a notice of the Secretary of State’s decision to approve the
grant or renewal of an authorisation under article 6(3)(b) shall not be given except under the
hand of the Secretary of State.
(2) In an urgent case in which—
(a) approval has been sought for the grant or renewal of an authorisation for conduct
to which this Order applies by a member of any of the intelligence services, and
(b) the Secretary of State has expressly authorised the giving of the notice in that case,
the notice may be given under the hand of a senior official.

PART 4
DURATION OF AUTHORISATIONS

Duration

8.—(1) Subject to paragraph (2), where an authorisation authorises conduct to which this Order
applies, section 43(3) of the 2000 Act shall have effect as if the period specified in paragraph (b)
of that subsection was—

(a) six months in the case of an authorisation which was granted or renewed by a
member of any of the intelligence services; and

(b) three months in any other case.

(2) Where an authorisation—

(a) was granted by a member of any of the intelligence services pursuant to a notice
given in accordance with articles 6(3)(b) and 7(2) under the hand of a senior
official, and

(b) has not been renewed pursuant to a notice given in accordance with articles 6(3)(b)
and 7(1) under the hand of the Secretary of State, section 43(3) of the 2000 Act
shall have effect as if the period specified in paragraph (b) of that subsection was
the end of the second working day following the day of the grant or, as the case
may be, renewal of the authorisation.

PART 5
REVOCATION

Revocation
9. The Regulation of Investigatory Powers (Covert Human Intelligence Sources: Matters Subject
to Legal Privilege) Order 2009(a) is revoked.

Home Office David Hanson
22nd January 2010 Minister of State



EXPLANATORY NOTE
(This note is not part of the Order)

Section 29 of the Regulation of Investigatory Powers Act 2000 (“the 2000 Act”) makes provision
for the granting of authorisations for the conduct or the use of a covert human intelligence
source. This Order exercises the power conferred on the Secretary of State by section 29(2)(c)
and (7)(b) to impose additional requirements that must be satisfied before an authorisation is
granted (or renewed) under that section.

Part 2 of the Order describes the conduct or uses of covert human intelligence sources to which
the additional requirements apply. Article 3(1) provides that the Order applies where the conduct
that is, or is to be, authorised in an authorisation under section 29 of the 2000 Act consists in
any activities involving conduct of a source, or the use of a source, to obtain, provide access to
or disclose matters subject to legal privilege. Article 3(2) prohibits the granting or renewal of
authorisations for conduct of this description unless the requirements imposed by Part 3 are
satisfied. Where an authorisation authorises conduct to which the Order applies and other
conduct falling within Part Il of the 2000 Act, article 3(3) confirms that the requirements imposed
by Part 3 only apply in relation to those parts of the combined authorisation which authorise
conduct falling within article 3(1).

Part 3 of the Order creates an enhanced regime of prior approval for conduct to which the Order
applies. Article 6 provides that such an authorisation cannot be granted or renewed until it has
been approved either (as specified in article 4) by the Secretary of State or by an ordinary
Surveillance Commissioner (“the approving officer”). The approving officer may only give his
approval if satisfied that there are reasonable grounds for believing that the authorisation is
necessary in the interests of national security, for the purpose of preventing or detecting serious
crime or in the interests of the economic well-being of the United Kingdom, and the
requirements of section 29(2)(b) and (c) of the 2000 Act are satisfied. Article 7 makes provision
for the giving of notices by the Secretary of State under article 6.

Part 4 of the Order exercises the power conferred on the Secretary of State by section 43(8) of
the 2000 Act to shorten the period at the end of which an authorisation of a specified description
is to cease to have effect. Article 8 exercises this power with regard to section 43(3)(b) of the
2000 Act so that, subject to paragraph (2), an authorisation that authorises conduct to which the
Order applies ceases to have effect after six months rather than twelve in the case of an
intelligence service authorisation, and three months instead of twelve months in any other case.
Paragraph (2) limits the duration of urgent intelligence services authorisations which have not
been renewed pursuant to a notice given under the hand of the Secretary of State to the end of
the second working day following the day of the grant or renewal of the authorisation.

(a) S.1. 2009/3404.

This Order has been made in substitution of the Regulation of Investigatory Powers (Covert
Human Intelligence Sources: Matters Subject to Legal Privilege) Order 2009 (S.I. 2009/3404)

Part 5 of this Order revokes the earlier instrument.
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to all known recipients of that instrument.
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